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RESUMO 

Na Internet das Coisas os objetos físicos têm um componente virtual capaz de prover ou 

requisitar determinados serviços. É uma tendência que trará vantagens sem precedentes 

para a automação de processos e diversas aplicações. A análise de modelos de 

gerenciamento de confiança para IoT para detectar comportamentos maliciosos tem 

recebido poucas contribuições da comunidade científica. Alguns pesquisadores trataram 

desta questão, mas poucos trabalhos analisam os requisitos para a correta implementação 

da IoT. O objetivo desta dissertação é identificar o comportamento malicioso de nós e 

prevenir possíveis ataques que interrompam os serviços da rede.  Neste trabalho são feitas 

diferentes abordagens para pesquisar um modelo de gerenciamento de confiança capaz de 

caracterizar o comportamento dos nós. O modelo proposto usa informações diretas geradas 

pelas comunicações entre os nós e recomendações de outros nós para calcular a confiança. 

Usa uma abordagem multi-serviço em que cada nó provê diversos serviços para os outros 

nós da rede. A habilidade de um nó em prover um serviço é recompensada, enquanto que 

um nó que não forneça um serviço corretamente é punido. Cada nó tem uma tabela de 

confiança dos seus vizinhos, que pode ser compartilhada com os outros nós como 

recomendações. A abordagem distribuída permite que os nós sejam completamente 

autônomos em tomar decisões sobre o comportamento dos nós. A avaliação de confiança 

dos nós é um meio efetivo de encorajar a colaboração na rede e ao mesmo tempo melhorar 

a segurança em redes distribuídas. Três ataques são testados para verificar a validade do 

modelo de confiança: ataque On-Off, ataque Seletivo e Bad mouthing. O modelo de 

gerenciamento de confiança foi implementado no Contiki, um sistema operacional 

desenvolvido para IoT e redes de sensores. Extensivas simulações foram feitas no 

simulador Cooja-Contiki para ilustrar os ataques e avaliar o desempenho do modelo 

proposto. Os resultados de simulação mostram que o modelo tem um bom desempenho em 

detectar os nós maliciosos. 

Palavras-chave: Internet das coisas, segurança, gerenciamento de confiança, COOJA, 

Contiki, attacks. 
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ABSTRACT 

In Internet of Things (IoT), the physical objects have a virtual component able to provide 

or require determined services. It is a trend that will bring unprecedented advantages to the 

process automation. The analysis of the trust management models for IoT to detect the 

malicious behavior on the network, has been undervalued and with little scientific 

contribution in the academic field. In spite of researchers has already addressed the issue, 

only few give a theoretic analysis on the requirements for the proper implementation of 

IoT. The purpose of this thesis work is to identify the malicious behavior of the nodes and 

prevent possible attacks that disrupt entire network to IoT context. In this thesis different 

approaches are followed to investigate a lightweight model of trust management able to 

characterize the behavior of the nodes with little effort. Our model use direct information 

generated from direct communication of nodes and recommendations of the others nodes 

to evaluate the trust. We use a multi-service approach where each node provides several 

services to others node. The ability to provide a service is rewarded and, punished when it 

is not provided. In our trust model each node has a trust table of their neighbors in the 

same radio coverage, which will be shared to others nodes as recommendations. This 

distributed approach allows nodes to be completely autonomous in making decisions about 

the behavior of other nodes. The trust evaluation of nodes is an effective method to 

encourage the collaboration on the network and at the same time to improve network 

security in distributed networks. In this thesis work, we present three attacks that can 

undermine the accuracy of trust evaluation. Based on our investigation on attacks and 

defense, we designed and implemented a trust management model based on the 

construction of Contiki, an operating system developed for IoT and sensor networks. 

Extensive simulations were performed using COOJA-Contiki to illustrate On-OFF attack, 

Selective attack and Bad mouthing attack, the effectiveness of the techniques used, and the 

overall performance of the proposed trust model. Simulation results shows effectiveness 

against these attacks and also a good performance to recognize the malicious nodes 

especially to the Bad mouthing attack when are used direct information and 

recommendations wherein is obtained a reduction time compared when is used only the 

direct information. 

Keywords: Internet of Things, security, trust management, COOJA, Contiki, attacks.  
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Chapter 1 

 

1. INTRODUCTION 

 

Ubiquitous computing, Pervasive computing, Things That Think, context-aware computing 

are only some terms used to define a new era of information technology, the Internet of 

Things (IoT). IoT is defined as the integration of information technology where a large 

amount of everyday life devices are connected. These terms arise from the need to establish 

heterogeneous environments where the devices with varying processing capabilities can 

cooperate and communicate in an intelligent environment transparently to the user [2-12].  

The definitions proposed in the scientific community for the IoT are based on different 

technologies. In this context there is a panorama in which objects have a unique identifier 

able to make decisions about the information that they receive, working cooperatively for a 

common purpose. In the IoT we assume the interconnection of heterogeneous devices, 

which in turn will be connected to the Internet global network anytime and anywhere, 

allowing the availability of information in real time [2, 3]. These objects are called smart 

objects and have the ability to perform the daily tasks with minimal human intervention. 

Therefore in order to establish this communication is required the modification of the 

current models of communication systems. The Ad hoc networks also known as MANETs 

(Mobile Ad Hoc Networks) were in principle the first to address this challenge, due to their 

flexibility and autonomy for self-organization. These networks consist of mobile nodes that 

use a wireless interface to communicate; each node is able to provide routing services and 

packet retransmission independently of a structure. 

There are several challenges for these networks to adapt to the demands of the context of 

the IoT [1-11].  The information security is one of these challenges. Recently the trust 

management concept has been proposed in order to provide solutions to key management, 

authentication mechanisms and secure routing. The basic idea of the trust management is to 
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establish trust between two individual nodes. Trust management is a mechanism that also 

allows identifying malicious, selfish and compromised nodes. It has been widely studied in 

many network environments such as peer-to-peer networks, grid, ad hoc and wireless 

sensor networks. 

 In the IoT is crucial that the nodes or objects can be identified as a secure member 

within a specific data network, contributing to the security of the IoT environment [23-32]. 

The current trust management mechanisms proposed in the literature does not meet all 

requirements for a functional implementation for the IoT context. There are only few works 

with focus in the IoT context. 

It is necessary to investigate new algorithms, protocols and communication mechanisms 

that overcome the limitations of IoT. These protocols must be fully adaptive and have low 

energy consumption; anticipating the future network behavior based on parameters such as 

the level of congestion, error rate, route changes, the scalability of the network, etc. In 

addition, network resources must be able to be located and used automatically without need 

for manual configuration previously established. Issues related to security and privacy of 

information should also be considered. 

In order for this to be implemented in the near future, it requires an understanding of the 

characteristics of objects and technologies that enable such an environment. Currently there 

are many mobile applications that make user interaction with the environment. But without 

strong security foundation, which would cause in the context of the IoT that attacks on 

these systems are greater than any benefits that it brings. The traditional security 

mechanisms such as lightweight encryption and secure protocols are not enough [1-12]. We 

know that today's Internet and its users are under constant attacks, due to the existing 

networks in their beginnings were not designed to be secure. The security and privacy in 

the IoT is a much bigger challenge. The main difference with current networks is that all 

the information of a person may be available at a click away; generating the complete loss 

of individual privacy giving rise to new types of large-scale attacks. 
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1.1 Motivation 

 

The Internet of Things (IoT) integrates a large amount of everyday life devices from 

heterogeneous network environments, bringing a great challenge into security and trust 

management. In the IoT is intended that the smarts objects with heterogeneous 

characteristics work together cooperating with each other. These devices in IoT often will 

be exposed to public areas and communicate through wireless, hence vulnerable to 

malicious attacks. For this reason this thesis work addresses a technique of trust 

management able to be executed by constrained–resources nodes. 

Currently the trust management mechanisms proposed for IoT networks such as Ad hoc 

networks, WSN and RFID networks are restricted; they are based on a closed network 

infrastructure of the manufacturer, which is not applicable to the context of IoT. On the 

other hand there are few studies related to the trust management for the IoT with a multi-

service approach.  

The research and models proposed in the literature are referenced to a single type of 

network, using different metrics to assess the trust between nodes. Others research use 

techniques such as cluster, aggregation and reputation. Our work is based in [16] where the 

authors propose a design of a centralized trust management scheme. The trust management 

is carried out by a trusted entity previously configured. This work is one of the few in the 

literature that give a proposal for the IoT context using the service approach.  

In IoT all information about the user will be available online; creating an efficient 

lightweight trust management mechanism that fit the characteristics of each object is 

indispensable. As well as the importance of find security solutions that be transparent and 

flexible to the user.  

The mobility of the nodes also plays an important role when designing such mechanisms 

and protocols. The inability of some objects in the IoT context of processing, storage and 

limited power, as well as, the heterogeneity of the network and the different services to be 

offered under this new paradigm makes it necessary the development of new trust 

management mechanisms. 
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In this work we propose a trust management mechanism for IoT taking into account 

some important factors such as the distributed approach and the low capabilities of the 

nodes, as well as the minimal cost of implementation. We propose a distributed trust 

management model where the decision to trust is made directly by the node depending on 

the assistance to a service. We expect that the result obtained provide a general framework 

for the development of trust management for IoT. These trust management mechanisms can 

be used for various applications in IoT, such as access control, secure routing, detection of 

malicious behavior so as to ensure the reliability of data in the network.  
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1.2  Objetives 

 

The main objective of this work is to propose a distributed trust management mechanism 

able to be executed in the context of the IoT, allowing the early detection of a malicious 

behavior nodes.  

Some results were presented in [42] [43]. The contributions of this work are: 

 A review of trust management mechanisms proposed in the literature.  

 Design of a distributed and multi-service trust management mechanism. 

 Implementation of a distributed and multi-service trust management scheme 

using Contiki-COOJA as simulation environment for the IoT  

 Simulation trust management mechanism proposed based on three attack 

scenarios for detecting malicious behavior on the network.  

 Assessment of the proposed trust management mechanism using different attack 

scenarios. 

 

1.3  Work structure 

 

The thesis is organized as follows. 

Chapter 2 provides a background of the Internet of the Things, the technologies involved 

and the challenges faced in IoT for a real implementation. 

Chapter 3 presents the security considerations for the IoT and all about the current trust 

management mechanisms. 

Chapter 4 describes the design and implementation of our trust management mechanism 

for Internet of Things.  

Chapter 5 presents the simulation results and the respective discussions for each attack. 

Chapter 6 summarizes the main conclusions obtained and suggests future work. 
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Chapter 2 

2. BACKGROUND 

 

The goal of the Internet of Things is to enable things to be connected anytime, anyplace, 

with anything by using internet. In the future the computation, storage and communication 

services will be highly pervasive and distributed: people, smart objects, machines, 

platforms and the surrounding space. In this chapter, we present basic concepts about the 

Internet of Things (IoT) and the challenges that need to be overcome, as well as the 

technology involved on this new context.  

 

2.1 The Internet of Things 

 

The Internet of Things is a new paradigm that arises from the need for the interconnection 

of everyday objects to the global Internet network, to make everyday tasks easier. In this 

paradigm the objects acquire an identity, sensing the environment in which they are and 

exchanging information with each other device with a common goal [6]. 

The term of IoT is relatively new in relation to the existing communication paradigms. It 

is associated to a ubiquitous environment, in which objects, computers and people are 

connected to the same data network and can communicate with each other. It can be 

defined as a dynamic global network infrastructure with self configurable capabilities. On 

the Internet of Things, everything real becomes virtual, which means that each person and 

thing has a locatable, addressable and readable counterpart on the Internet. These virtual 

entities can produce and consume services and collaborate toward a common goal, 

integrating itself seamlessly into the information network [11]. 

Initially the term Internet of Things, was given by the Massachusetts Institute of 

Technology (MIT), which in 1999 began designing infrastructure RFID (Radio Frequency 

Identification). In 2002, its founder, Kevin Ashton, who suggested the term Internet of 



 

7 

 

things in the physical world using ubiquitous sensors in the Forbes magazine: "We need an 

Internet of Things, a standardized way for computers to understand the real world ". The 

article was titled "The Internet of Things" and was the first documented use of the term 

literally. However, already in 1999 Neil Gershenfeld of MIT used the same idea in his book 

"When things start to think", he wrote: "It appears that the rapid growth of the World Wide 

Web may have been only booster charge for the things start to use the network " [13]. 

In 2005, The ITU (International Telecommunication Union) defines the term as "a 

promise of a world of interconnected devices that provide relevant content to users." The 

term was taken into account in scientific publications since 2006, and already by 2009, an 

action plan directed by the European Commission described it as an evolution of the 

Internet "from a network of interconnected computers to a network of interconnected 

objects". IoT is expected to work to a much higher level of heterogeneity compared to 

current Internet networks where devices having similar characteristics forming the network. 

Objects in the Internet of Things are totally different, in terms of functionality, technology 

and scope within the same communication environment. 

Actually the ITU had created an organization named JCA-IoT (Joint Coordination 

Activity on Internet of Things) which led to the approval of initial Recommendations in the 

areas of tag-based identification services, Ubiquitous Sensor Networks (USN) and 

Ubiquitous Networking, and their application in Next Generation Networks (NGN) 

environment. After the official recognition in 2011 of the centrality of IoT in the evolution 

of future network and service infrastructures the JCA-IoT is undertake of progressing 

standardization activities on IoT, as well as IoT framework and business models etc.) and, 

more recently, testing aspects. 

The term "Internet of Things" has expanded on a large scale with the reliance on 

technology in our lives. Especially in areas such as home automation, supply chain, 

logistics, medicine and pharmaceuticals. Since the term is not limited to a specific area and 

the malleability of this concept can be part of any environment that can be imagined, 

adapting to the human activities. The main idea of the Internet of things is based on 

information available at the time and place needed to perform a service. 
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In 2005 ITU report, also suggested that the Internet of Things will connect the world 

objects both sensory and intelligently [4]. By combining several technological 

developments, the ITU has described four dimensions for the IoT: Object identification 

(tagging things), sensors and wireless sensor networks ("feeling things"), embedded 

systems ("thinking things") and nano technologies ("shrinking things"). 

 

Figure 1: Internet of Things: Intelligent systems framework. 

 

Figure 1 shows only a small part of the potential actors in the context of the Internet of 

things. Many of these are already part of the global internet network in some countries 

integrating into the network technologies such as wireless sensors, RFID, etc. 

The characteristics of the nodes in IoT are completely different in terms of functionality. 

It is necessary to define smart object in the IoT environment, which is defined by the 

scientific community as a device with the ability to perceive the context or situation of their 

environment, interpreting this context and acting accordingly [15]. The wireless sensors are 

one of the smart objects most used today due to their ability of perception and 

communication. 

A variety of network infrastructures and technologies are required to exchange 

information efficiently and safely in the IoT. The IoT represent a vision where the smart 
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objects are controlled remotely and able to act as access points to the Internet services. The 

smart objects play a key role in the IoT context since the embedded technologies enhance 

its usefulness in process automation. The IoT not only will facilitate the understanding of 

the background of many processes but also will enable more efficient control and 

management thereof. The ability of devices in IoT to react to certain events automatically, 

quickly and with knowledge will provides new opportunities to address complex or critical 

situations. The IoT will lead to the creation of new services which will generate large social 

and economical benefits as shown in Figure 1.  

In [14] are listed the basic capabilities that should be provided by smart objects in the 

IoT environment: 

 Cooperation and communication: the objects will have the ability to interface with 

Internet resources and even each other, to make use of the data, services and update 

their status.  

 Addressing: in the IoT the things will be traceable and will be able to be configured 

remotely. 

 ID identification: will be a uniquely identifiable. Some technologies such as (Radio 

Frequency Identification), NFC (Near Field Communication) and optical barcode 

reading will be used for the identification of objects. 

 Perception: the objects will be able to gather information about their environment 

by the use of sensors, being able to record such information, forward it or react to it 

directly. 

 Acting: the objects will be actuators able to perceive and manipulate their 

environment. The actuators will be used for remote control of processes of the real 

world by Internet. 

 Processing: Some of them count with storage capacity, with a processor or a micro 

controller being able to process and interpret sensor information on the network. 

 Localization: The smart things will be aware of their physical location, or may be 

located through technology such as GPS (Global Positioning System) or using the 

cellular network. 
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 User Interfaces: Smart objects will be able to communicate with people directly or 

indirectly using for example a smartphone. 

These capabilities give the guideline for the creation of new applications; many of these 

applications only need a few of these capabilities to fulfill its purpose in a specific 

environment. 

 

2.1.1 Key Challenges in the IoT  

 

Nowadays the web technologies are widely used in common applications in computers, 

PDA or smartphones. The IoT bring a new concept of the web technologies named web of 

things (WoT) which consist in the use of protocols and technologies of Internet in a PAN 

(Personal Area Network) architecture focused on the client and, at the same time this PAN 

may be able to connect to others large networks. The computer and other devices such as 

Smartphone of the user will work as client and the nodes of the personal area, PAN, works 

as an embedded web server, permitting to the client to access to any embedded server in its 

PAN. 

Following this concept the user is a unique initiator of the actions in his personal area 

network. Only the user could give permission to the objects to communicate with the others 

devices in his PAN, permitting the machine to machine interaction (M2M). 

   In the future networks of the IoT are expected not only the communication human-

machine but also the communication machine to machine, establishing communication 

mainly with the terminals and the datacenters similar to the Cloud Computing [3][40].  

The IoT involves an interaction between the physical world and the virtual one: 

physical entity has its digital counterpart and its representation virtual; things become 

sensitive to their environment, being able to communicate, interact and exchange 

information. Fusing the digital and physical world by associating different concepts and 

technical components such as: ubiquitous network, the miniaturization of devices, mobile 

communication, etc. the networks, services and applications should be structured in a way 

completely new following the new requirements for IoT.  
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For IoT to become a reality, many challenges must be overcome, principally to get the 

global connectivity between ubiquitous networks ensuring the privacy of the users. At same 

time it is important that the design of the architecture for the IoT effectively support 

efficient and lightweight trust management mechanisms for negotiate the communication 

between devices on a single or in different networks. 

There exist many differences between IoT and the current Internet. Below we mention 

the most relevant: 

 Diverse hardware: in the IoT the hardware must be of low energy consumption, in 

many cases even invisible. Commonly these devices must have only some functions 

of the current personals computers, such as detection, communication and store a 

limited quantity of information. 

 A bigger amount of nodes interconnected. In the IoT it is expected the 

interconnection of a vast amount of devices. Actually there are 5 billion of devices 

being used on Internet by the users, so it will necessary to create a new network 

infrastructure taking into account the speed of communication between these 

devices. 

 Development of new technologies and standards for IoT. Due to the current 

standards and technologies do not have a global standard to communicate between 

them, the IoT must be ensure the communication between all devices with a unique 

protocol without having to spend time and resources in the negotiation of the 

protocol to use. At the same time will necessary that any computer be able to access 

to any tagged object using an identification scheme and routing lightweight as a 

bridge between the classical Internet and all "smart devices" belonging to the IoT. 

 Communication oriented to machine. The IoT assume a communication between 

devices with a few or even without any human intervention, being able to execute 

tasks by themselves.   

 The IoT jointly with the smart object adds another dimension to information, 

allowing the physical world, things and places, generate data automatically. In fact 

the IoT is intended at detecting and measuring the physical world. 
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As was explained above it is not easy the implementation of the IoT, due to the 

complexity of the IoT environment. In [23] the authors summarize the main features of 

system-level keys that should be taken into account to design new communication 

mechanisms. 

Device heterogeneity: wide variety of devices to be part of the system, which are expected 

to present very different capabilities from the computational and communication 

standpoint. 

Scalability: the interconnection of a large number of devices will have to take into account 

factors such as naming and addressing, communication of such networks and the exchange 

of data and the appropriate management of services for the proper functioning of the 

network with the increase of their nodes. 

Energy Optimized Solutions: Due to the heterogeneity of IoT devices, new mechanisms 

will need to be proposed such as access protocols, routing protocols, power saving modes, 

etc. optimizing the operating power consumption, making the lifetime of these devices as 

long as possible. 

Ability to self-organization: the complexity and the dynamics that presupposes IoT 

environment, will require that the nodes are autonomous able to react to different 

environments to minimize human intervention. 

Data Management and Interoperability semantic:  The IoT has to be provided in 

standardized formats, models and with semantic description of their content to enable the 

IoT applications one automated reasoning. The network also will have to be able to 

exchanging and analyzing vast amount of data. 

Mechanisms for the preservation of privacy and information security: New protocols 

authentication / integrity and cryptographic techniques that fit the characteristics of IoT 

environment. 

 
2.1.2 Technology Trends in IoT 
 

As mentioned above the IoT is emerging as one of the major trends shaping development in 

the field of information technologies and large scale communication [6-12]. Figure 2 shows 
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the integration of a set of technologies that will enable the development of the IoT. Given 

that, in the IoT the technology is used to physically connect to the network objects, is 

necessary that electronic components be at the lowest price and small size. They are 

designed to perform tasks such as detection, tracking, and control mechanisms, among 

others. 

According to ITU the technologies for the identifying objects are the wireless sensors, 

radio frequency technology (RFID), smart technologies and nano technology. Figure 2 

shows the vision of the IoT ecosystem, using these technologies [4]. 

 

 

 

 

 

 

 

 

 

Figure 2: Ecosystem Components and Internet of Things. 

In particular, within the classification proposed by the scientific community to address 

the near future are highlighted IoT technologies: Ad hoc networks, radio frequency 

identification (RFID) and wireless sensor network technologies (WSNs), due to its 

characteristics of low cost of implementation and development [6-11]. The wireless sensors 

networks are the foundation of our work, because it is one of the main elements for the 

creation of the internet of things.  

As was described in [3] in 2013, convergence of the applications in IoT such as sensor 

based services will be delivered on demand through a cloud environment, visualizing the 

sensor as data stores.  
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The IoT assumes shared services and reused in different contexts, projecting an object as 

a service; minimizing costs and the maintenance of the objects, allowing the creation of the 

more innovative IoT services. 

The most important advances in the standardization related to construction of the 

panorama IoT were the following protocols: the IEEE 802.15.4 standard which was the 

result of a considerable effort of many organizations both academic and of the industry for 

wireless sensor networks. This standardization allowed the establishment of the physical 

layer and media access control layer in the WSN. In the upper layers of 802.15.4 standard 

are defined protocols such as the ZigBee specification. Others protocols for IoT include 

CoAP (Constrained Application Protocol) and ROLL (Routing over Low Power Lossy 

Networks). Another of the major efforts to the development to the IoT is the definition of 

6LoWPAN (IPv6 over Low power Wireless Personal Area Networks) standard Internet 

protocol to build a wireless embedded Internet, aiming at making the IPv6 protocol 

compatible with low capacity devices [31]. 

Different technologies and standards which are currently in use will be involved in the 

construction of the infrastructure of the IoT. Currently, various efforts are being focused on 

the development and standardization of IoT by the scientific community and other 

organizations. One of the important work is being performed by the EPCglobal group 

which is responsible of regulate the use of RFID technology, defining Reader-Tag-Reader 

communication [15, 17], which is also propose to work into an environment IoT. 

 

2.1.3 Ad Hoc Networks 

The Ad Hoc networks are proposed by many researches like the starting point of the IoT. 

With the advancement of wireless communications and the dependence of this in our lives, 

there is the vision of the use of Mobile Ad hoc networks for the process automation. The 

mobility offered by Ad hoc networks for the spontaneous networking, allows the creation 

of new communication scenarios in the context of the IoT [11]; which in turn enable the 

creation of new applications that facilitate daily tasks. The Mobile Ad Hoc Networks 

(MANET), also known under the name of packet radio networks (PRNET) or multi-hop 



 

15 

 

networks, which come under the concept of autonomy and independence. Contrary to 

traditional networks, these do not require a pre-existing infrastructure or the need for a 

centralized administration schemes.  

 

Figure 3: Typical Ad Hoc network 

Ad Hoc networks are projected to work in hostile environments connecting different 

objects. In the IoT is expected that each device be independent and able to establish such 

communication links and in turn become decentralized organizations or virtual 

communities. Therefore the Ad Hoc networks are the major starting point for the IoT [10]. 

Among the most important features found in the literature of these networks we mention 

[10, 13]: 

 

 Dynamic Topology: There is no fixed topology, so that the network node gives the 

freedom to enter, leave or be part of other networks at any time. 

 Each node is a router: Each node runs the routing and packet retransmission, as well 

as the choice and maintenance of routes. 

 Variability radio channel: Network capable power diversity of different devices, 

interference effects and hidden channel. 

 Multihop communications:  communication based in multihop links, taking into 

account the different propagation conditions of each node. 

 Without network infrastructure: Each node is independent, so it can cooperate in the 

network without the need of a predefined infrastructure. 

 Limited resources: Due to the variability and mobility of objects, CPU resources, 

processing power, memory and energy are limited. 
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 Limited bandwidth: The radio links have a reduced capacity to transfers of data. 

 Limited physical security: Due to the nature of wireless networks these are 

generally more prone to physical security threats. 

 

2.2 Wireless Sensor Networks (WSN) Technology 

 

One of the technologies that the research community proposes to form part of an Ad Hoc 

network into the IoT, are the wireless sensor networks (WSN). The WSNs have 

become one of the most promising network technologies for the near future of IoT, due to 

low cost, small size and ease of implementation [41]. 

According to the scientific community, this network technology can easily be adapted to 

the characteristics of IoT [10-12]. WSN are a particular type of ad hoc networks, in which 

nodes are "intelligent sensors" distributed haphazardly in a given geographic area. The 

military sensing, physical security, air traffic control, traffic monitoring, video surveillance, 

industrial automation and manufacturing, distributed robotics, environmental monitoring, 

and construction and monitoring structures are the current applications that use the WSN. 

The WSN consist of many sensor nodes, where the sensor node is the core component 

which can transmit and exchange data to each other in the network.  

The effort of the research community and the advance of digital electronic circuit gave 

rise to develop a low power, low cost, multifunction sensor node. The WSNs are normally 

used to monitor various conditions and send back the information to the central controller. 

These are equipped with advanced monitoring capabilities (thermal, pressure, acoustic and 

others are examples of such monitoring capabilities), being these basic characteristics for 

the creation of environment IoT [41]. In the WSN, the sensors are principal actuator 

exchanging information in their environment in order to build a global view of the 

monitored region, which is accessible to an external user through one or more gateway 

nodes. In addition, they are able to promote the establishment of an efficient data network. 

The WSNs are described in [8] as a collection of sensor nodes organized into a 

cooperative network able to detect and control the environment, allowing the interaction 
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between people and environment embedded computers. However it is only through 

cooperation between nodes that the objective of the network can be reached. Sensor 

networks usually consist of small nodes with restricted computational capability, 

communication and energy.  

Each sensor node has a CPU (microcontroller, microprocessor or DSP) which has 

sufficient computation and processing capacity; being the microcontroller the first place 

where the data is processed, memory for data storing and a radio transceiver module that 

works like the link to the network, connecting to the internal antenna or connect to an 

external antenna depending on the application [40]. Typically the sensor node uses a single 

omnidirectional antenna and finally a power supply module, such as batteries or solar cells.  

The power supply module has attracted a lot of interest, not only the industrial 

developers but also in the research community. Because after the sensor node is deployed 

in the environment, it is a difficult task to charge the battery or replace it. Most of the time, 

the lifetime of battery decides the lifetime of sensor node. 

The most important software running in sensor nodes is the operating system (OS). The 

embedded operating system is lightweight and much less complex than the current 

operating system that we know. In this thesis project was chosen the Contiki OS as the 

operating system, because of is an open source operating system developed for the use of 8-

bit computers until embedded systems on microcontrollers, including sensor network 

nodes. Contiki is an Operating System developed exclusively for environments of the IoT. 

It’s an open-source multitasking event-driven operating system designed for networked 

embedded devices initially developed by Adam Dunkels in 2002. Its lightweight footprint 

makes it suitable for resources constrained systems with a particular focus on low-power 

wireless IoT devices. Contiki OS used C language as the programming language. It has 

many advantages compared with others operating systems designed entirely for sensors 

networks. Contiki includes an embedded simulation tool named COOJA, which can 

compile and simulate the application software, protocols and modifications to the OS 

conveniently and fast. 
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Below we summarize briefly the main advantages of the Contiki operating system, 

giving the reasons why we chose it as OS and simulation environment: 

 Various Hardware platforms: Contiki runs on a variety of platforms ranging from 

embedded microcontrollers such as the TI, Sensor Node, Gateway Sensor Node, 

MSP430, ARM7 and the Atmel AVR. 

 Low power radio communication: Contiki provides the full IP network and low 

power radio communication mechanism with three communications stacks 

(Rime, uIP and uIP6).  

 Power efficiency: given the importance of energy consumption in the IoT, 

Contiki provides a useful software-based power profiling mechanism that can 

keep track of the energy consumption of each sensor node. It estimates the 

energy consumption by measuring the duration of each component in various 

modes, such as low-power mode and transmitting mode. 

 The coffee file system: Contiki provides a Coffee flash-based file system, that 

allows storing data inside the sensor network helping to the users to read and 

write data in flash.  

 Programming model: Contiki consists of an event-driven kernel, which requires 

less memory and only need one stack. The processes are invoked only when 

some events happen.  

 Environment simulation: Contiki include COOJA simulator which facilitate the 

software development and debugging.  

A large amount of sensor nodes collaborating with other nodes can form a wireless 

Internet of Things. In the network, the data is transmitted by wireless transceiver. The 

sensor networks supports 3 types of topologies: Star Topologies, Peer-to-peer Topology 

and Cluster-tree Topology. Applications that benefit from the Star topology include home 

automation, personal computer peripherals, toys and games. A Peer-to-peer network can be 

ad hoc, self-organizing and self-healing which is suitable for the applications such as 

industrial control and monitoring, asset and inventory tracking. The advantage of Cluster-

tree topology is the increased coverage area.  
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Figure 4: The topology modes of wireless sensor networks 

Figure 4 shows three topology modes of wireless sensor networks. For the IoT all of 

these topologies are projected to be used. This because of each configuration mode has it is 

a specific application area and could be used jointly. The main characteristics that 

distinguish wireless sensor networks from the others network architectures to form part the 

IoT environment are:  

 Mobility of nodes 

 Dynamic network topology 

 Large scale of deployment 

 Ease of use 

 Unattended operation 

Some of these characteristics were described on the requirement of the IoT, reason why 

we will not explain it. The WSN also can be connected to the Internet through a gateway 

node and this way form the IoT environment [25]. The IoT networks are intended to be 

bidirectional networks, able to allow to the computer control the activity of sensor nodes. 

One of the features offered by the sensor network for IoT context is that they are self-

organized, and can form network structures centralized, decentralized or hybrid. These 

features facilitate the integration of various types of networks such as RFID. For this reason 

they promise to be one of the most advanced technologies to interconnect large-scale 

objects. 
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The WSNs are based on providing each node of low power radio links, so that the 

coverage area is relatively small. In this way is achieved significantly save the power 

consumption. Another advantage is frequency reuse, because of the nodes that have 

different coverage area can use the same transmission band which permit redundant paths 

in communication nodes.  

The most advantage significant and important for our work is the possibility to 

implement cooperation mechanisms between nodes through distribution functions such as  

complementary task that help to the neighbors for example to get information or finding the 

best route, or also by redundant processes where each node monitors the behavior of the 

neighbor.  

However, these capabilities are limited by two key factors: cost and consumption, such 

mechanisms must be able to ensure the privacy and accuracy of information consuming 

minimal energy resources of the node. 

 

2.2.1 Sensor node  
 

The sensor node is also known as a mote, being characterized by instrumenting the physical 

world. The motes in turn run the embedded programs that collect, store and transmit the 

measurements collected by the motes. Some wireless sensors networks are composed of 

homogeneous motes, while some adopt a tiered approach with heterogeneous motes at 

different levels. The structure of the mote or sensor node is divided in two layers for the 

better representation. One of them is the hardware layer and the other is the software layer.  

 

 Hardware 

A basic sensor node comprises the following four hardware subsystems [40]: 

1. Supply energy: An energy infrastructure to operate from hours to months or 

years, depending of the application requirements. 

2. Computational logic and storage: For data processing, temporary storage, 

encryption, modulation and transmission. 
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3. Sensor: The interface between the environment and the node is the sensor. 

There are many kind of sensor such as humidity and temperature Sensor, etc.  

4. Communication interface: is used a wireless channel to send and receive 

information. 

ADC
Processor

Storage
Transceiver

Antenna

Power unit

Sensor

ADC = Anallog to Digital Convert
 

Figure 5: Hardware components of the sensor node. 

 

 Software 

In the state of art of the WSNs we can find that the sensors nodes typically operate with 

five software subsystems [40]: 

1. Operating system: is a microcode that entirely controls the operation of the 

sensor. Contiki is an operating system that despite providing multitasking and 

TCP / IP stack, takes only a few kilobytes of code and a few hundred bytes of 

RAM. A typical configuration in Contiki has 2 KB of RAM and 40 KB of ROM 

[34].  

2. Sensor drivers: Are the software modules that manage the basic functions of the 

sensor transceiver. 

3. Communications processors: are modules designed for manages the 

communication functions, routing, storage and packets forward. Thus is 

responsible for maintaining the network topology, medium access control, 

encryption, error correction, etc. 

4. Communication drivers: are the responsible of tasks such as the link utilization, 

synchronization, encoding signals, modulation and error recovery. 

5. Mini-applications data processing: Basic applications for data processing in the 

network. 
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Figure 6: Software components of the sensor node. 

 
2.2.2 Tmote sky - Wireless Sensor  
 

The mote selection was based in the capabilities of processing, memory and save energy 

modes. At the same time the popularity of use was an important criterion for selecting the 

mote, the device popularity means that the price and the features are appropriate for their 

functionality. 

The Tmote Sky also knowed as TelosB or T-mote platform being a wireless sensor 

board from Moteiv. We selected the Tmote Sky for our simulation scenario due to that is 

the wireless sensor module that has a high data rate sensor network applications requiring 

ultra low power and also because their complete operation is already implemented in the 

simulation environment COOJA [34].  

The open source TelosB and Tmote Sky platform was developed by the University of 

California, Berkeley. They are commonly used on the measuring of relative humidity, 

temperature and light via sensors. The design of the Tmote Sky was intentioned for fulfill 

with three goals that enable experimentation [39]: 

1. Minimal power consumption 

2. Easy to use 

3. And increased software and hardware robustness. 

The Sky mote simulated in COOJA it is an MSP430-based board with an 802.15.4-

compatible CC2420 radio chip, a 1 megabyte external serial flash memory and two light 
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sensors. The Tmote Sky port was integrated into the Contiki build system in March 

2007[34][ 39]. 

 

 

 

 

 

 

 

Figure 7: Front and back description of the Tmote Sky Module [39]. 

 

Specifications Sky Mote 

Sensing: Integrated Humidity, Temperature, and Light sensors 

I/O: 16-pin expansion support and optional SMA antenna connector 

Radios: 

802.15.4 Radio 

 Chipcon CC2420 

 Integrated onboard antenna with 50m range indoors / 125m 

range outdoors 

CPU: 

MSP430F1611 CPU  

 10Kbyte RAM, 48Kbyte Flash ROM 

 Up to 8Mhz *8 Channels of 12bit A/D 

 Extremely low power in periods of inactivity 

 Proven solution in medical Sensing applications 

Storage: 
Uses the ST M25P80 40MHz serial code flash for external data and 

code storage. 

 Up to 1024kB of data can be stored 
Table 1: Hardware specifications Sky Mote [39]. 

The Tmote Sky motes were designed to fit two AA batteries but it has an usb port that 

also can be used to get energy from the computer. This mote also includes the ability of fast 

wake up from sleep which takes less than 6μs. Its 16 bit RSIC processor enables it to use 

less power while active and in sleep mode enabling the node to run for years using only a 

single pair of AA batteries [39]. 
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Chapter 3 

In this chapter, we present information about the security for Internet of Things and the 

most important security implications of the current trust management models. We mention 

the principal challenges that need to be overcome for the proper development of a trust 

management mechanism for IoT. 

 

3. SECURITY: INTERNET OF THINGS 

 

As we mentioned the IoT presents many challenges that need to be resolved for the near 

future of these networks. The field of security is one of the principal challenges due to the 

risk not only in confidentiality of business processes, but also user privacy in all 

environments in where he moves.  

The information security is composite of the following attributes: confidentiality, 

integrity and availability [1-18]; which are attributes widely used in the development of 

information security systems. These attributes in the IoT context cannot be integrated into a 

single system due to the characteristics of the IoT environment. The trust and quality of 

information in the IoT context is performed by systems belonging to different owners 

which need to cooperate for provide a given service. Such cooperating systems are denoted 

as a system of systems (SoS). The major properties of SoS are dependability, security and 

privacy. Where the dependability comprises the following attributes [18]: 

 Availability: readiness for correct service 

 Reliability: continuity of correct service 

 Safety: absence of catastrophic consequences on the system user and its 

environment 

 Integrity: lack of inappropriate system alternations 

 Maintainability: ability to undergo updates and repairs 

The authentication and encryption which ensure the integrity of the information are 

difficult tasks in the IoT environment due to the large number of devices connected in IoT, 
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their mobility and access to information in real time. Currently there are few studies 

focused on distributed trust management on the IoT, which is an important part in the 

information security. By contrast there are many studies for the development of new 

encryption technologies to ensure the confidentiality and research for the improvement of 

existing encryption algorithms or developing new algorithms faster and with less power 

consumption.  

We summarized the most important points focused in the security on IoT where the 

privacy and the trust are terms tightly linked with the information security. The current 

mechanisms and technologies for the preservation of privacy are still in its infancy. 

Generally these mechanisms and systems are not designed for devices with constrained 

resources. The main challenges in this area are: the development of technology that ensure 

the privacy of heterogeneous devices and the reliability in the "cloud computing"; the 

modeling for decentralized authentication; the development of technologies for low power 

encryption and authentication technologies for networking and objects in which are 

included the trust management mechanisms [37]. 

The IoT is perceived as the network of the near future. For this reason it is critical the 

need to provide adequate security for the IoT infrastructure. Large-scale applications and 

services based on the IoT are increasingly vulnerable to disruption from attack or 

information theft. Below we show the research areas in the IoT security field:   

  

 Attack detection and recovery/resilience to cope with IoT specific threats, such as 

compromised nodes, malicious code, hacking attacks, etc, which can destabilize the 

behavior of the entire network. 

 Developments of simple tools/techniques for the cyber situation awareness that 

allow to the user have the control of security measures in cases of attack to system 

of IoT environment. 

 New access control schemes modeled for IoT environment and cryptographic 

techniques that enable protected data and allow only the authorized access. The 
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heterogeneity of the devices in the IoT network will require lightweight techniques 

for those resource-constrained devices.  

 Keeping information as local as possible using decentralized computing schemes 

using lightweight mechanisms of the trust management and key management. 

 

3.1 Trust Management Concepts 

 

The field of security is very broad and therefore it is necessary to divide it into areas of 

study for the applications design. The Trust in IoT is a term that involves the analysis of the 

behavior of the devices connected to the same network. 

 Trust relationship between two devices helps in influencing the future behaviors of their 

interactions. When devices trust each other, they prefer to share services and resources at 

certain extent. Trust management allows the computation and analysis of trust among 

devices to make suitable decision in order to establish efficient and reliable communication 

among devices [9].  

As has been mentioned the IoT brings a lot of challenges to overcome to make it 

possible to implement efficiently. Currently the trend towards automation of the processes 

linked with the miniaturization of the devices lead to new technological applications, as 

well as new threats around security and individual human integrity. 

The trust management in the context of IoT is a poorly researched area. Basically, the 

trust managements are the mechanisms to evaluate, establish, maintain and revoke the trust 

between devices of the same or different networks within the IoT environment. 

In the literature it is possible to find a large number of definitions of trust. In [36] is 

presented an overview of the definitions of the term of the trust and reputation. According 

to the authors, there is no definition which can satisfy dependencies of context, time and the 

dynamic nature of the trust. One of the most cited definitions in the literature about trust, is 

defined as "a person’s expectation about the actions of others that affect the choice of the 

first person." A definition more focused on the scope of this work is given in [29] which is 

separated into two definitions: 
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 The Assessment Trust: Trust is the subjective probability that an individual A expects 

that another individual B perform action which their welfare depends. 

 The Decision of Trust: The trust extends to which one party is willing to depend on 

something or somebody in a given situation with a feeling of relative safety. 

 

There is a need for a trust framework in IoT to enable the secure communication of the 

devices and, at the same time that enables to the users to have confidence that information 

and services obtained of these devices are reliable. We mentioned the most important 

research areas where the trust frameworks could be used in the IoT: 

 

 Methods for assess trust and reputation between users-devices and devices- devices. 

One example is Trust Negotiation. Trust Negotiation is a mechanism that allows two 

parties to automatically negotiate, on the basis of a chain of trust policies, the minimum 

level of trust required to grant access to a service or to a piece of information. 

 Self-configuring and decentralized systems as alternatives to PKI (Public key 

infrastructure) for establishing trust e.g. identity federation, peer to peer. As we know 

the current PKI require a fair amount of computational resources for their operation 

and works with the centralized vision [14][26]. 

 Quality of Information is a requirement for many IoT-based systems where metadata 

can be used to provide an assessment of the reliability of IoT data [3][8]. 

 Access Control to prevent data breaches. The trusted devices are the only authorized 

devices to access resources and provide services in the network. There is a need of 

scalable trust management model, as well as framework for access control in the IoT 

[3][11]. 

 Some investigations suggest that the lightweight Public Key Infrastructures (PKI) and 

the key management systems are the basis for trust management. These systems enable 

to establish trust relationships and data encryption by using minimum communications 

and processing resources, well as expected in the IoT where the devices have 

constrained resource [12][25]. 
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3.1.1 Trust assessment 
 

In the literature we found works in where the notion of trust is related to the reputation, 

with the assertion that the first (trust) is a derivation of the second (reputation). The 

reputation is defined as the opinion of one node on another and is built over time based on 

the node's behavior history. It can be reflected as positive, negative or uncertain. Some 

authors summarize the characteristics of the trust and reputation of wireless systems in [20] 

[21]:  

 Trust is useful only in an environment characterized by uncertainty and where 

the participants need to depend on each other to achieve their goals. 

 Trust is context sensitive: The trust relationship is based on how well the 

subject’s capabilities suit the context in which the relationship exists. 

 Trust is subjective: The formation of an opinion about someone’s trustworthiness 

depends not only on the behaviors of the subject, but also on how these behaviors 

are perceived by the agent. 

 Trust is unidirectional: An agent’s trust in a subject is based on the knowledge 

that it has about the subject, but may not be reciprocated. 

 Trust may not be transitive: Alicia just not has to rely on Bob just because Jaime 

whom she trusts knows Bob.  

 Reputation is public knowledge and represents the collective opinion of members 

of a community: Reputation is based on the aggregated trust opinion of a group 

of agents. 

In the most related work we find a classification of nodes with few variations between 

authors: 

 Good nodes: those nodes that have the expected behavior within the network, i.e. 

the network nodes cooperate to accomplish the objective. 

 Malicious nodes: those nodes that aim to destabilize the network, providing false 

information or intercepting all information that flows between the nodes. 
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 Selfish nodes: those nodes that make use of network services, but not routed 

properly packets destined to other nodes that pass through it, in order to do not 

consume its own battery or communication services. 

Among the proposed approaches we found that a large part of the authors are based on 

trust management by using the following methodology [19-21] [25] [29]: 

 Direct observations 

 Indirect observations or recommendations 

 Reputation 

 Based on evidence (i.e. certificates and public key infrastructure, PKI) 

 Based on Policies (local or global policies). 

 

3.2 Related works 

 
3.2.1 Trust Management for Ad Hoc Networks 
 

One of the few work making a compilation of the main concepts and techniques used for 

the trust management in ad hoc networks is [1]. The author addresses the definitions of trust 

in different areas of knowledge. They make an assessment of the work and the research that 

are followed by the scientific community. They present the main metrics that are used for 

evaluation, establishment and updating of trust in ad hoc networks. The work also analyzes 

the main attacks to these techniques, summarizing the limitations and problems of each of 

the techniques used.  

In [10] the authors deal with the administration of trust for ad hoc networks in the 

context of the IoT. They rely into the establishment of trust chain from the spontaneity of 

human interactions. It proposed a decentralized architecture integrating itself with a pre 

authentication phase, where nodes are formed into groups of networks. Each node will have 

a unique Id group, here only some nodes are responsible for the Internet connection. The 

protocol is based on the use of a (IDC-Identity Card) formed by a public and a private key 

and the use of certificates can or cannot be signed by the user. The authors propose that the 
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values of trust  that a node has with respect to another should not be fixed, because can vary 

depending on time and context.  

Trust and reputation systems are proposed in [23]. The authors maintain a statistical 

representation of reputation, by Bayesian estimation. They propose a protocol called 

CONFIDENT (Cooperation of Nodes, Fairness in Dynamic Ad-hoc Networks), which 

manages to counter the selfish routing behavior of the nodes, forcing nodes to cooperate 

with others. It is based on direct observation and second-hand information from other nodes 

and is updated according to Bayesian estimation. The model shows that the use of second-

hand information can significantly accelerate the detection and subsequent isolation of 

malicious nodes.  

Also as the previous one [24] remains a statistical representation of reputation, CORE 

(A Collaborative Reputation Mechanism to enforce node cooperation in MANETs) use the 

game theory analysis to model reputation. Members who have a good reputation contribute 

usefully to the life of the community and can use the resources; while members with a bad 

reputation, due to they refuse to cooperate, they are gradually excluded from the 

community. Here is used the term "reputation subjective" to represent the reputation 

calculated from direct observation using a weighted moving average of the observations of 

the rating factors, giving more importance to recent observations. The system only uses the 

positive value of the indirect reputation to avoid Bad-Mouthing attacks, but does not 

address others attacks and the issue of collusion to create false praise.  

 

3.2.2 Trust mechanisms for Wireless Sensors Networks 
 

A survey of the trust and reputation management in WSN is presented in [35]; the authors 

examine the latest methods proposed by researchers to manage trust and reputation in 

WSN. The models proposed for the WSNs have been proposed for the trust or reputation 

systems in various fields over the past several decades. The authors classify them into 5 

models for WSNs:  

 Bayesian trust models 

 Subjective logic trust model  
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 Entropy trust model 

 Fuzzy trust model  

 Game theory trust model  

One of the most methodologies used for the trust management is the Bayesian theory, 

which has been further developed by some authors in RFSN (Reputation -based Framework 

for High Integrity Sensor Networks) [25]. In this work they use a Beta distribution as a 

mathematical tool to represent and update the trust and reputation, this model ranks stocks 

as binaries data a cooperative and non cooperative.  

Normally this kind of system depends on the history records of an object’s behaviors or 

the relevant behaviors of other participants. Furthermore, the trust value can be seen as the 

prediction of uncertainty in behaviors. It utilizes the prior probability of an event, which is 

then updated in the light of updated relevant evidences, to make a posterior inference of 

that event. Hence, Bayesian theory is very suitable to rank trust value [35].  

In DRBTS (Distributed Reputation -based Beacon Trust System) is presented a suite of 

techniques to detect and revoke malicious beacon nodes, which provide false information 

about their location. This is a distributed security protocol designed to provide a method in 

which beacon nodes can monitor each other and provide information so that the sensor 

nodes can choose to trust, using a voting approach. The DRBTS network model is an 

undirected graph, using the information first hand and second hand to build the trust [25]. 

Game Theory and Bayesian networks are also used in [22], where the authors propose a 

lightweight distributed trusted model "B -Trust", where the trust evolves based on Bayesian 

formalization. In [21-25] it was mentioned by the authors the model "UNITEC" to update 

trust, using algorithms based on experience, a new confidence value is generated from the 

direct and indirect trust evaluating them separately. 

 

3.2.3 Trust Management in the IoT environment 
 

Due to the characteristics of IoT environment which poses a different set of actors 

interacting over different communication networks, creating a trust mechanism becomes 

essential. There are few works that addresses the trust management including the human 
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interactions in the IoT, without taking into account that in most scenarios of IoT the devices 

and services will be linked to the human beings. The majority are focused on one type of 

network. 

In [5] are proposed five trust strategies that were initially proposed for the semantic web 

but are applicable into IoT context: 

 Optimist: it assumes that all nodes are reliable unless it fails one or more tests. 

 Pessimistic: restricts interactions with agents unless there is a reason to trust. 

 Centralized: has an authority to investigate and test the trust of an agent. 

 Investigative: investigates operational details such as events or aspects of the 

environment. 

 Transitive: relies in the opinions of others to identify the trust of another agent. 

This division is required due to the diversity of the environment; the author shows that 

for the development of a trust management mechanism functional for IoT, it will have to 

take into account all modeling strategies for such mechanism. 

In [6][30-31] are discussed the two architectural approaches proposed in the literature 

for IoT: centralized architecture and distributed architecture, establishing that they are 

complementary resulting collaborative architecture connected to intranet and objects. Here 

are discussed the main challenges regarding security and privacy in IoT. Within the 

perspective of trust management the authors mentions TNA-SL (Trust Network Analysis 

with Subjective Logic) [29]. This proposal makes use of subjective logic for managing trust 

in where the beliefs and uncertainties change over time. TNA-SL uses the direct 

observations and recommendations for managing the trust, when lacks or exist 

recommendations conflicts use the subjective logic. One possible limitation is that for 

complex networks the trust has to be simplified in series-parallel networks so that TNA-SL 

can produce consistent results. 

There are others works that make use of a central authority for such administration but 

without considering the interaction between human beings and entities of IoT. Few 

promising work such as ShoppingLense system and uTRUSTit [27] give an approach from 

the perspective of the user and the connection of devices connected to the IoT. In [19] and 
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[20] the authors also take into account the social relations between devices and users. They 

propose a protocol to assess the behavior of nodes based on encounter and activity between 

nodes.  

An approach for the evaluation of trust in networks where malicious nodes are large part 

of the population of the network is given in [28]. The authors propose an organization 

based in the cooperative game approach for dominant networks of malicious nodes. They 

assess a priori nature and adjust the value of each node focusing on organizational 

behavior. During the process of deduction, the node that first detects and then updates the 

value a priori nature of a suspected entity to reduce malicious component. 

In this approach each node has three phases to update the weight, reference report, 

suspected subject identification and trust weight update. More information about these 

works can be found in Table2. 

After reviewing the literature we can say that there is a lack of studies for the creation of 

distributed trust management mechanism to the environment of Internet of things. Those 

few works that have been found for IoT environment lack of adequate simulations to 

validate the results. In [16] the authors give a solution to trust management in a 

multiservice context using a centralized approach; our contributions with this thesis project 

is that we give a distributed approach for the IoT in a services context, where the nodes 

provides services and their behavior is evaluated by each node taking into account their 

ability to provide service in the network. 

All the research mentioned above are focused to deal with attacks such as the 

manipulation of the sensor measurements to infiltrate the system with wrong data, attacks 

to the sensors and actuators physically to obtain credentials and attacks or impersonate 

network components to act as a man-in-the-middle, which allow the attacker obtain 

sensitive data or cause actuation by attacking the sharing platform with forged or malicious 

requests. The Table 2 and 3 summarize the most relevant research works that give us 

guidelines for this thesis project. 
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Author/Year/

Ref. no
Objective Model Type

Implementa

tion 

Enviroment

Methodology Performance Metrics Trust property
Trust Management 

Model

Multi-service Information gathering

Recommendations by proxies Transaction

Collaborative service Reward and punish

Quality of reports Learning

1) Direct observations Honesty

2) Indirect information Cooperativeness

Knowlegde a prior of the:

1) Network configuration

2) Certificate 2) User configuration

3) Network inputs and outputs

4) Context

4) Values trust are'n 

fixed(e.g closeness)
5) Type of required service

Node weight update:

1) Reference report 

selection

2) Suspected subject 

identification

Deduction malicious nodes rate 3) Trust weight update

Deduction malicious events rate
For trust weight update 

are affected:

1) Malicious event 

frenquecy

2) Current consistency

3) Historical consistency 

stability

1) Direct observations 

2) Recomendations
Trustworthiness 

information by proxies 

Papers for Trust Management in IoT

Bao & Chen 

(2012)[19]

Protocol Trust 

Management

Trust 

Management

Decentralized 

or 

Distributed

trust value is a real 

number between  [0-1]

Based in encounter 

3) Recomendations Community-interest Interaction events

Y. Ben Saied  

(2013)[16] 

Model trust 

management for 

IoT 

Trust 

Management
Centralized 

Multi-service approach 

Lacuesta 

(2012)[10]

Model 

Spontaneous 

networks

Trust 

Management

Hibrid(centra

lized and 

distributed)

1) Identity Card:public  

and private key and 

signature 

W. Liu et al. 

(2012)[28].

Model trust 

evaluation in 

attacker 

dominated 

networks

Trust 

Evaluation
Distributed

Cooperative game 

approach

Based in the game 

theory for achieve the 

bayes equilibrium

Reputations

Observations limited Malicious event suppression

Based on the 

establishment of trust 

chain of humans 

interactions 

Session key has an 

expiration time

3) Nodos are splip in 

groups and only one of 

them with conection to 

internet For vality trust use chain 

of trust

Composite report: is   the 

combination of all organization 

reports

First value of trust is 

given by the user

Table 2: Trust Management for Internet of Thing (1) 
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Author/Year/

Ref. no
Objective Model Type

Implementation 

Enviroment
Methodology Performance Metrics Trust property

Trust Management 

Model

Dynamicity

Asymmetry

Weighted transitivity

For scalability  each node 

only  keep the trust 

information towards a subset 

of nodes based on interest 

and storage space

Community of interest 

based social IoT 

environment 

Dynamicity Activity-based

1) Direct observations Honesty

2) Past experience Cooperativeness

3) Recomendations Community-interest

Each node develops a direct 

reputation for each other 

node

One node uses two kinds 

of reputations to evaluate 

the trustworthiness of 

other nodes:

Global trust 

relationship 

evaluation

Direct observations
1) Detect the malicious 

nodes  

2) Assist decision-making

End-to-end packet 

forwarding ratio

Energy consumption

The package delivery ratio

Based in encounter

Chen & Chang 

(2011)[30]

Trust and 

reputation 

model (TRM)-

IoT 

Trust and 

Reputation 

mangement 

Distributed

Fuzzy theory based 

trust and reputation 

model

Trust evaluation 

metrics

Indirect reputation

Behaviors-based trust

Bao & Chen 

(2013)[20]

Trust 

management 

protocol 

Trust 

Management
Distributed

Local trust 

relationship 

evaluationRecommendations

Trust value is 

updated upon an 

encounter event or an 

Papers for Trust Management in IoT

Jøsang et al. 

(2008)[29]

Method for 

trust network 

analysis using 

with subjective 

logic (TNA-

SL)

Trust network 

analysis
Distributed

Parallel combination of trust 

paths

Probabilistic logic that use 

opinions as input and 

output variables. Based in the trust 

using subjective logic
Direct observation

Trust relationships 

are expressed as 

subjective opinions 

with degrees of 

uncertainty.

trust networks is expressed 

as a DSPG (Directed Series-

Parallel Graph)Recomendation

 Table 3: Trust Management for Internet of Things (2) 
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Chapter 4  

 

4. DESIGN OF THE TRUST MANAGEMENT MODEL 

 

For the design of a functional trust management model for the IoT environment is 

necessary to consider some factors and basic characteristics that influence the decision-

making whether or not to trust into an entity. In [16] some of these features are presented 

giving the starting point for the construction of our model of trust management.  For the 

assessment of trust must take into account that there are levels of trust between entities. For 

example, a trusted entity for a particular task may not be reliable for other tasks. In the IoT 

environment with services approach it is required that the nodes are able to provide services 

with a common goal, but not all nodes have the same resource capabilities to provide every 

kind of services. For this reason it is important to evaluate the trust level taking into 

account the current context and resource capabilities. 

Another important feature proposed in [16] is the reports with recommendations are an 

important factor in making trust decision, used in combination with direct observations of 

the nodes. For example we could evaluate the trust of a node as a good services provider 

but we could keep the same node as a malicious nodes as a reporting node and do not trust 

in his recommendations or also we could stop to having communication with that node.  

Our proposal has been developed with the objective that gives to nodes the possibility to 

manage their own trust values with respect to the service provided by the nodes. At the 

same time our model allows the nodes to be able to share their trust values with their 

neighbors giving their own assessments of the behavior of nodes in their radio link range. 

We implemented a distributed mechanism in where all devices have the same features 

considering the constraints of the IoT environment. In this thesis project we propose a trust 
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evaluation model which is able to identify the trustworthiness of sensor node in order to 

filter out malicious behavior of nodes in the network. 

As was demonstrated in others research the collaboration among nodes will lead the 

planning and analysis of network optimization and this collaboration will be extremely 

necessary for the context of IoT. The cooperation of the nodes reduces drastically the 

computing resources and the power consumption. Due to that our model of trust 

management is thought for networks of the IoT which are supposed to work in 

collaborative environment. Our model does not have an entity that manages the 

communications or trust values between nodes, allowing us the use of distributed scheme 

and therefore each node has an autonomous and independent behavior. 

Our work is based in [16] in where the authors give a solution based in centralized 

scheme, where some nodes known as proxies nodes are in charge to recommend the 

potential nodes for provide a collaborative service. These recommendations are based on 

information received from the reports of the other nodes on network. The confidence values 

are determined in relation to the type of context, distance and service that the nodes can 

provide. The potential nodes to provide a service compete for a final selection in the trust 

manager. Another difference it is that the authors propose a centralized scheme for trust 

management where proxies nodes are responsible for the management of the trust values of 

the others nodes in the network. 

 

4.1 Phases of trust model  

 

Below we describe the phases of the trust management model which is divided in six 

phases. Figure 8 shows the phases carried out in our proposed trust model. These phases 

were grouped in two sections for a better evaluation and understanding: 
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1. Initial communication in the network to discover neighbors 

2. Request service to the neighbor

3. Trust calculation of the neighbor

4. Sending trust table to the neighbors

5. Evaluation of the recommendations of the neighbors

6. Updating trust values using direct observations and 

recommendations.
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Figure 8: Distributed Trust management model Phases 

The first three phases were used in the evaluation of information obtained from direct 

communication between the nodes and the last three for the evaluation of the 

recommendations of other nodes. We implement 3 attacks widely used in this type of 

networks, and we decided to split the model in phases and sections since it has a better 

analysis of the problem and the possible solutions and also to see the behavior of trust 

model using the direct and indirect information.  

Our model has a structure based in a reward and punishment system by the services 

assistance. Each node is rewarded for the successful attendance of a specific service to 

other nodes and otherwise if a node is not able to provide a service the trust of this node is 

punished. The values obtained from the assistance service are saved as trust values in the 

trust table in each node. These values are treated as direct information in our trust model. 

For obtain these values we use in the trust model construction different adjust factors 

that help us to adjust and control the range of the values that we are expecting in each phase 

of the model. We use the first adjust factor σ in the second phase, which is used to maintain 

the trust values between 1 and -1.  The β factor is used in fourth phase as condition to limit 

the trust values, the factor α to evaluate the value obtained in Qr equation (3) and the adjust 

factor θ is used in the sixth phase to calculate the reward or punish value which will be 

assigned to the node that is sending the trust table. 

 

4.1.1 Operation phases 

 

Section 1 
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Phase 1: Initial communication in the network to discover neighbors 

At the beginning of the lifetime of the network, all the nodes start with an initial trust value 

= 0. We assigned these values in the assumption that all nodes initially are unknown nodes 

and only through communication between them is that they going to discover whether they 

are trusted or not for maintain communications.   

For the initial trust value it is filled with 0 in the trust table of the node, first it is used the 

Neighbor discovery in a separate background process. The neighbors announce their 

presence by periodically sending out announcement packets. These announcements are 

used to populate the neighbor table with neighbors. The trust table will be filled with 

information of the nodes that are in the same transmission range giving to the neighbors 

initial trust values = 0. 

We choose this initial value due to that the nodes do not have any information associated 

to assistance services about their neighbors.  

The value 0 means two things in our design: 

1) Ignorance of node’s behavior or initial trust (unknown trust). 

2) Without trust (un-certain or in risky). 

The trust values      of the node n calculated by the node p, has a value defined as 

      , where the initial trust values of the neighbor is     = 0. Then      , 

where     is the note to a node for providing or not a requested service j. 

 

Phase 2: Request service to the neighbor 

In our design each node in the network is able to provide a different number of services. As 

is supposed in the IoT the smart objects will be able to establish relationship with other 

nodes based in the cooperation for services. Each service has a fixed reward and 

punishment value each time it is provided or not to the neighbor who requested it. In Table 

4, we described the system of weights by service used in our trust management model. 

System of weights 

Reward for provide the service 

Service weights sj WN *1  
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Punishment for not provide the service 

Service weights sj WN *2  

Table 4: System of weights by services 

Where s
W  is a weight assigned for each service which is calculated by equation (1).                                              

                                             *js SW                                                         (1)      

Where jS is a value assigned to a specific service and  is an adjust factor which vary in 

10  and it is the expected rapidity of change in the node. The higher the value 

assigned to  the trust will converge quickly, while a lower value assigned to  the trust 

will converge slowly.  

The services are valued according to their processing capacity in the network; each 

service has different requirements of energy and processing in the node. The services that 

require more processing capacity have a high value of jS
 
and those services that not 

require too many resources have a low value of jS .  

Phase 3: Trust calculation of the neighbor 

In this thesis project we propose to evaluate the trust using a value from 1 to -1, where 1 is 

equivalent to the maximum score of trust and -1 is the maximum score of distrust that a 

neighbor node can reach in the trust table. 

 Maximum trust = 1 

This value corresponds to the maximum trust that a node can be achieved with respect to 

the services provided on the network. When a node X request a service to node Y and the 

node Y provide successfully the service to the node X, then the node Y is rewarded by the 

node X with an increase in the trust value in the trust table of the node X, depending of the 

service that was provided. This process is shown in Figure 9. The trust value of that node 

grows according to the system of weights previously shown in the Table 4. 
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ID 1 ID 2

Request Service 1

Replying with the Service 1

Trust values

T1= 0 

ID 1 ID 2
Trust values

T1=T1+N1

Trust values

T2=0

Trust values

T2=0

Replying with the Service 3

Request Service 3
ID 1 ID 2

Trust values

T1=T1

Trust values

T2=T2+N3

Replying with the Service 2

Request Service 2
ID 1 ID 2

Trust values

T1=T1

Trust values

T2=T2+N2

Update the trust value 

incremented with value of 

service 2

Phase 1: Neighbor discovery

Phase 2: Request services

Phase 3: Trust calculation

 

Figure 9: Increasing the trust value of the node 

 Maximum distrust = -1 

This value corresponds to the maximum score of distrust that a node can reach by not 

providing services to others nodes on the network. The nodes that do not provide the 

services on the network are punished by the node requesting the service. The trust value of 

the node decreases each time that the node does not provide the requested service. The trust 

value  decreases according to the system of weights shown in Table 4. Each node has a wait 

timer which is configured to receive the requested service. 

In Figure 10 is shown the punishment to the node (ID1) once the timer expired. This 

punishment is reflected in the trust table of the node that is requesting service (in this 

example the node (ID2)). 

ID 1 ID 2

Request Service 1

Trust values

T1= 0 

ID 1 ID 2

Trust values

T1=T1+N1

Trust values

T2=0

Trust values

T2=0

Timer expired

Malicious behavior detected 

Trust calculation

Phase 2: Request services

Phase 3: Trust calculation  

 

Figure 10: Decreasing the trust value of the node 
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When the services are not provided by the nodes it is considered malicious behavior and 

such behavior is punished with a specific weight. In Figure 10 is shown the malicious 

behavior of the node with id 1 where the node id 2 request for the first time to node id 1 the 

service 1. In this example the node id 1 decided not reply to this request then the trust value 

of the node id 1 in the trust table of id 2 decreases with its value, taking into account the 

initial trust value of the node id 1 was 0. 

In our trust model the malicious behavior is expressed in negative values; a trust value 

closer to -1 means a high distrust in the node to provide any type of service. Conversely the 

trust in a node is measured as a positive value from 0 until 1 and the closer the value is to 1, 

more trustable is the node for provide any type of services in the network. 

 

Section 2: 

In this section is carried out the trust tables exchange between the nodes. Our model takes 

into account for trust calculation two type of information: the direct observation and 

recommendations. Where the first is obtained by the constant communication (Requests 

and Replies) between nodes and the second one is the information received by the 

neighbors. The nodes send to other nodes on their transmission range their own trust table 

and this information is treated as recommendations on the network. 

Phase 4: Sending trust table to the neighbors 

The tables exchange is carried out if and only if there are trust values in the table. This 

because it would make no sense to send tables without trust values. For example at the 

beginning of the communication all values start with 0 and there is no necessity to spend 

resources for report these initial values on the network. 

Once there is enough information in the trust tables of the nodes they send it to the 

neighbors. The node selects randomly a neighbor of their neighbors list, which was 

previously created using Neighbor discovery process and sends the trust table to the 

selected node. 
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In our trust model we implemented the use of some adjustment factors that will allow us 

to evaluate the values received from the neighbors with respect to the current trust values 

that the node has achieved from direct communication. 

We defined 
node

neighborTrust  as the trust value of neighbor stored in the trust table of node. 

This value is obtained from direct communication between them. 

The β factor is used to evaluate whether the trust value of the neighbor who is sending the 

trust table is good enough to take it into account in the assessment process of the 

recommendations, otherwise these values will be discarded. 

 

                (2) 

 

Phase 5: Evaluation of recommendations of the neighbors 

In the assessment process of the recommendations we used Qr as the Quality of the 

recommendation of the node. Qr is a value that allows to identify the consistency of the 

recommendations received, a value very different from the current value means 

inconsistency in the recommendations and therefore could be an attack. 

Qr is calculated from the current trust value of the node and recommendation received 

from the neighbor. The value obtained in Qr will be used in the process of updating trust of 

the recommended node and updating trust of the node who sent the recommendation. If   

Qr =1 means that the values of trust are identical (report is coherent) otherwise if Qr =-1 

the values of trust are opposite (Qr is contradictory). 

We define Qr as:   

                                    1|| __  node

Xnode

neighbor

Xnode TrustTrustQr                           (3)        

Where neighbor

XnodeTrust _
is the recommended trust value of the node_X  by the neighbor that 

is sending the trust table and node

XnodeTrust _
is the current trust value of node_X stored in the 

trust table of node which is obtained from direct communication between node and node_X. 

node

neighborTrust
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The α factor is used to evaluate the result obtained in Qr in (3). If the value obtained in 

Qr is good enough with respect to α, then the recommended trust value pass to the next 

phase of the evaluation process. 

                                                              Qr                                                                 (4) 

Phase 6: Updating trust values using direct information and recommendations 

The updating trust values phase of our trust model use two type of information: the 

information obtained from direct communication between nodes and the trust tables from 

others nodes. 

We pass to the phase 6 once that the verification of Qr in (4) is performed. This 

evaluation has two types of assigning values:  

 Reward process as shown in  equations (5) and (6) 

 Punish process shown in (6) 

We update the trust values of the recommended node if and only if the result in (4) was 

true. NewTrust is defined as the new trust value that we will assign to the node_X which is 

the recommended node by the neighbor. We defined the update process as shown in the 

equation (5): 

                    QrTrustTrustNewTrust node

Xnode

neighbor

Xnode

node

Xnode  ___                         (5) 

As the recommendation received from the neighbor was functional for the process of 

updating trust values of the node, we decided to reward the node that sent us the trust table 

in this case the neighbor. 

In our model we increment the trust value of the neighbor who sent the trust table using 

the value obtained in calculation process of Qr in (3) and the last adjust factor θ. As shown 

in (6). While higher the value assigned to θ, the trust value will increase fast and while 

lower the value assigned to θ, the trust value will increase slowly.  

 

                  QrTrustNewTrust node

neighbor

node

neighbor                       (6) 

  

Moreover if the result of (4) does not pass the verification of the expected value, then the 

neighbor is punished. This process is carried out also by equation (6). In case of the 

punishment to the node it will be expected that the value of Qr be negative and therefore 
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the equation (6) will subtract the result of the multiplication of Qr and θ. The trust value of 

the neighbor is decreased in the trust table of the node using the same value obtained in 

quality recommendation process in (3). 

All these calculation are executed by each node when they receive the updates from the 

neighbors in the same transmission range. Figure 11 shows the proposed trust model, which 

use direct information obtained from the direct communication between nodes and the 

recommendation or indirect information obtained from the exchange of trust table between 

nodes. For this example we used the following values for the adjustment factors: 2.0 , 

4.0  and 5.0  and the following values for the system weight: Service1=0.1, 

Service2=0.05 and Service3=0.02.  
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ID 1 ID 2

Trust values

T1= 0 

T3= 0

ID 2

Trust values

T2= 0

T3= 0

ID 2

ID 3

Trust values

T1= 0 

T2= 0

Request Service 1
Reply Service 1ID 1 ID 2

Trust values

T1= 0.1

  T3= 0.02

Trust values

T2= 0

T3= 0

...
Request Service 1ID 1

Trust values

   T1= 0.4

    T3= 0.02

Reply Service 1

Trust values

T2= 0

T3= 0

Reply Service 3

Request Service 3
ID 3

ID 3ID 1 Request Service 1

Timer expired

Malicious behavior detected

Trust values

T2= 0

    T3= -0.1
...

4th Request of service 1

Request Service 1ID 1 ID 3

Timer expired

Malicious behavior detected

Trust values

T2= 0

    T3= -0.4

4th Request of Service 1

ID 1 Sending trust table

Trust values

  T3= -0.4

Trust values

   T1= 0.4

T3= 0.02

Phase 1: Neighbor discovery

Phase 2: Request services

Phase 3: Trust calculation
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Figure 11: Exchange of trust values in the network  
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4.2 Performance analysis of proposed model 

 

In this thesis project we evaluate the proposed trust model in terms of security and 

efficiency. The results show the amount of time required for the identification of malicious 

behavior in different scenarios of simulation. We selected COOJA as simulation platform 

included in Contiki OS. COOJA is a simulator based in java, developed for simulations of 

the heterogeneous environments. COOJA simulates networks of sensor nodes where each 

node can be of a different type; differing not only in on-board software, but also in the 

simulated hardware. COOJA is flexible in that many parts of the simulator can be easily 

replaced or extended such as simulated radio medium, simulated node hardware, and plug-

ins for simulated input/output. 

We choose 3 well-known attacks to be used in the process evaluation of our trust 

management model. These attacks were chosen because they are generally used in 

collaborative environment; where the collaboration between constrained nodes is an 

unconditional factor in the correct operation of the network which is the case of IoT 

environment. We designed and implemented these attacks in three different modules in 

COOJA, using C as programming language which represents the malicious behavior of the 

node of each selected attack. 

 

4.2.1 Selected Attacks 
 

1) ON-OFF Attack: the malicious nodes stop of providing services that are offered on 

the network. In an On-off attack a malicious node can behave well and badly 

alternatively, hoping that they can remain undetected while causing damage. This 

attack exploits the dynamic properties of trust through time-domain inconsistent 

behaviors. Due to that trust is a dynamic event. A malicious node may become a 

collaborative node due to environmental changes [38].  

The flow chart of On-Off attack is presented in Figure 12, where the trust model 

proposed use direct information for the trust assessment. In our simulations, the 

malicious node is able to provide all services and request it, but when a service is 
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requested by other node he decides whether or not provide the service to the 

requesting node. 

 

2) Selective Attack: the malicious nodes decide what kind of service wants to provide 

to other nodes in the network. In our simulation environment, the malicious nodes 

are only able to provide two services. The services that are provided by the 

malicious node are characterized as low computational requirement; allowing to the 

malicious node to save energy providing only non-demanding services to the 

network. This kind of behavior is considered malicious in a collaborative network 

where all nodes are involved in the correct operation of the network.  

The flow chart of Selective attack is presented in Figure 13, where the trust model 

proposed use direct information for the trust assessment. The Service 1 is the 

service with more computational requirement and service 2 and 3 are non-

demanding services, which not require too much effort from the node. In the flow 

chart the malicious node chose randomly when it will provide the service 2 to other 

nodes. On the other hand the service 3 is a service with less computational 

requirement consequently in our simulations the malicious node always will provide 

it to other nodes in the network. 

 

3) Bad-mouthing Attack: In this kind of attack the malicious nodes are able to ruin the 

reputation of well behaved nodes by sending reports with false recommendations to 

the others nodes in the network. This attack happens when are allowed the exchange 

of recommendations between nodes. Once recommendations are taken into 

consideration, the nodes takes the risk of receiving dishonest recommendations 

which aim at framing good parties or boosting trust values of malicious peers [21]. 

Figure 14 present the flow chart of our simulation environment of the Bad-

mouthing Attack and the proposed trust model using direct information and 

recommendations. 
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Here all nodes are able to provide all services to other nodes, even the malicious 

nodes. The malicious behavior is characterized by changing the trust values that will 

be sent to other neighbors nodes, where the malicious node change their own trust 

values assigning false scores to well behaved nodes.  

These attacks will help us to evaluate the model's ability in the identification of the 

malicious behavior in the network. The early detection of malicious behavior allows a 

resources optimization of the nodes.  
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Figure 12: Flow charts of ON-OFF Attack using direct information  
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2. Selective Attack 
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Figure 14: Flow charts of Bad-mouthing Attack using direct information and recommendations. 
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Chapter 5 

 

5. SIMULATION RESULTS 

 

In this section, we give numerical results obtained as result of executing our proposed 

trust management model for IoT devices.  We created different simulation environment to 

evaluate the effectiveness of our trust model in the detection of the malicious behavior with 

a service approach. For the detection of the malicious behavior as we mentioned in the 

previous chapter, we used fourth adjust values that help us to get the values required to find 

the malicious node in the network. Others adjust values were tested in the trust model until 

to obtain the values that fit in our simulation scenario. These values can be easily modified 

depending on the simulation scenario. 

For the simulation scenario we choose COOJA as simulation platform, which is included 

in Contiki OS, developed exclusively for environments of the IoT. Contiki OS is an open-

source multitasking event-driven operating system designed for networked embedded 

devices. Its lightweight footprint makes it suitable for resources constrained systems with a 

particular focus on low-power wireless IoT devices [34].  

 

5.1 Simulation parameters 

 

The model was design based on the construction of Contiki OS and the Sky sensor motes. 

On this experimental platform, several groups of simulation tests have been implemented. 

All of these tests are divided into several groups in order to measure the behavior and 

performance of the nodes in the network.  

In our evaluation were implemented and simulated three test scenarios for each one of 

the attacks described in the Chapter 4. In each scenario the number of malicious nodes is 

increased in 10%, 20% and 30% of the total number of nodes. The main feature of each 
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scenario is the amount of malicious nodes included in the communication of the well-

behaved nodes. 

We simulated a network consisting of 50 Sky Tmote code nodes, all with the same 

features. These features were described in the Table 1 of the Chapter 2.   

Each simulated node is initialized automatically with a Rime address through the ID 

interface. This Rime address is provided by Contiki as part of the network mechanism 

Rime stack, which is a set of custom lightweight networking protocols designed 

specifically for low-power wireless networks. These nodes are randomly distributed; all of 

them have a random position given by COOJA using the position interface. The simulation 

is controlled in COOJA thanks to the simulation control plugin which is called once every 

simulation loop, when it updates a user interface widget showing the current simulation 

time. 

 The simulation time in each one of the experiments was determined by the time that a 

node takes to reach the maximum trust value and maximum value of distrust of the all 

neighbors in the same transmission range. We verified that in our simulation environment 

with 50 nodes communicating with each other the required time to reach the maximum trust 

and the maximum distrust values was 3 hours and 30 minutes, that was possible thanks to 

several initial tests simulations. It is important to note that this time will depend of the setup 

of simulations to execute. Another important thing to mention is the selection of the values 

to factors adjustment. We chosen a value defined to the different parameters adjustment 

that we used in our trust model, the setup is shown in Table 5. This setup of values allowed 

us to find all malicious nodes in all attacks selected for this study in our simulation 

scenario.  

For the implementation of experiments was used the Radio model UDGM (Unit Disk 

Graph Medium). The UDGM radio model allows for the easiest setup of the simulation and 

seems sufficient for our purpose. In our simulations we use the implementation of 

ContikiMAC as Radio Duty Cycling (RDC) layer and CSMA (Carrier Sense Multiple 

Access) as MAC layer. ContikiMAC is a duty cycling mechanism that allows nodes to keep 

their radio off for most of the time (> 99%) to save energy while being able to relay multi-

hop messages. We use it because of provides a very good power efficiency. 
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The MAC (Medium Access Control) layer sits on top of the RDC layer. The MAC layer 

is responsible for avoiding collisions at the radio medium and retransmitting packets if 

there were a collision [34]. We use the CSMA (Carrier Sense Multiple Access) mechanism 

in our simulations due to that is the default mechanism. 

The MSP430 F1611 microcontroller used in Tmote Sky module of our simulations 

operates using two modes: Active mode and Sleep mode, the node remains in sleep mode 

the most of the time and only wake up in active mode. During the activity mode, the node is 

able to requests a service, receive requests to provide a service and send his trust table to 

other nodes of his neighbors list in the network. If the service is provided successfully then 

the trust value of this node is incremented. Otherwise the value is decreased.  

Each node is compiled as a sky node, but two versions of the node were created: a 

version with the normally behavior in where the node replies all the requests to the 

neighbors and a version with the behavior of a malicious node. 

All 50 nodes were randomly positioned with a mote start delay of 1000ms. Each 

simulation was setup for a random seed; thereby the nodes will initiate different 

communications in each of the experiments, without affecting other settings such as the 

position and range of coverage of the nodes. Each node sends a packet to a random 

neighbor with a random interval between 0 and 60 seconds. 

Through the tests, a large amount of information and results about the behavior of the 

nodes in a network has been obtained. For the purpose of this thesis project we setup the 

log listener of COOJA to show only the information required for this work. Each node 

periodically logs, amount of neighbors, Rime address of the neighbors, acknowledgments 

of a successful service or unsuccessful service, trust values by node and finally information 

referent to the energy consumption. 

The logged information is collected in a single file, which is then analyzed by a self-

written Java ‘extractor’ utility. We use Microsoft Excel for the information analysis of this 

file and to create the graphs of trust scores and Matplotlib that is a python 2D plotting 

library. 

As part of the evaluation of the model proposed we used the tool PowerTracker which 

determine the power consumption per node in the network. The PowerTrace is included as 

part of developments of Contiki-COOJA. 
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The PowerTrace routines are described in /apps/powertrace/powertrace.h. The data is 

accumulated using the core/energest.h,c routines. These accumulate the number of rtimer 

ticks between ENERGEST_ON and ENERGEST_OFF calls for states with various current 

draws, e.g. radio tx, rx, LED on. 

The log listener was programmed to show every two seconds the information related to 

the power consumption.  This tool allow us estimate the energy spent in the different states 

of the node (transmit, listen, idle_transmit, idle_listen, cpu and lpm).  

All experiments were simulated using a Ubuntu virtual machine in a HP Laptop with 

Intel COREi3 processor and 4GB RAM memory. The entire Contiki development 

environment is an Ubuntu Linux virtual machine that runs in VMWare player and has 

Contiki and all the development tools, compilers, and simulators used in Contiki 

development installed. The virtual machine was configured with 1 GB RAM and Intel 

COREi3 processor CPU 2.40GHz. 
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5.2  Setup and processing of the information 

 

For the analysis of the information obtained in the simulations we select a node in the 

network. This node is chosen based on two criteria: 1) the total number of neighbors and 2) 

the number of malicious neighbors in the same transmission range. 

This selected node represents the behavior of any well-behaved nodes in the network, in 

others words, if we select a different node in the network we going to obtain the same or 

similar results of the node selected presented in the paper. The aforementioned was verified 

through analysis of information obtained from logs. 

Once the node is selected in each simulation scenario is studied the average time it takes 

to assign the maximum punctuation of distrust to the malicious node and also the average 

time to assign the maximum punctuation of trust to well-behaved nodes. 

It is important to mention that in our trust management model all negative values 

represent a malicious behavior in the nodes. The highest score that a malicious node can get 

for not providing services in the network is -1. The trust management model may be 

configured such that when a node assigns a determined negative score to another node the 

communication with that node is stopped and thus isolate the malicious node in the 

network. 

Below we describe the setup utilized in each simulation scenario and we present the 

main results obtained in the assessment of our trust management model. 

Default parameters values: 

Table 5 lists the default parameters values used in all simulation scenarios. These 

parameters can be set according to the application requirements.  

 

 

 

 

 

 

 

  

Basic parameters for all simulation scenarios 

Value assigned to a 

specific service 

       

        

        

Values of the adjustment 

factors 

σ=1 

θ=0.5 

α=0.2 

β=0.4 

Table 5: Simulation parameters 
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5.2.1 Results of ON-OFF Attack 
 

a) Setup of the Scenario 1 using ON-OFF Attack with 10% of malicious nodes. 

 

 

For the analysis of the results the selected node in this simulation scenario is the node 

with id 36. The network topology is shown in Figure 15. The node 36 has a total of 17 

neighbors of which, two of these neighbors are malicious nodes in the same transmission 

range. The graph below shows the relation of time of all the experiments with the highest 

score of distrust reached by the node 36 about the malicious nodes.  

 

 

Figure 16: Time to assign the maximum value of distrust (ON-OFF attack 10% malicious nodes) 
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Figure 15: Scenario1 (ON-OFF Attack with 10% malicious) 
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The results obtained in the Figure 16 shown that the selected node was able to detect all 

malicious nodes that have communication within. The proposed trust model detects the 

malicious behavior when the number of malicious nodes is 10% of the total number of 

nodes on the network. The time shown is the time in which the node assigns the maximum 

value of distrust to the malicious nodes. Since the behavior of a malicious node in this type 

of attack is variable in the time, we can see that in four experiments the trust value does not 

reach the maximum value of distrust but however keep with very low score the malicious 

nodes. 

 

Node36 – Node2 Node36 - Node5 

 93% maximum value of distrust 

 7% low score distrust an average 1.41 

hour 

 80% maximum value of distrust 

 7% middle distrust 

 13% low score an average 2 hours 
Table 6: Summary of scores averages (ON-OFF attack 10% malicious nodes) 

Table 6 summarizes the percentage of times where the selected node assigns the 

maximum score of distrust to malicious nodes. At the same time are shown other 

percentages such as middle distrust that means a value slower than -0.5 and low score that  

represent values a little higher than -0.5, for example -0.3  and -0.2. All these percentages 

are values that characterize a malicious behavior.   

 

 

Figure 17: Average score assigned to the malicious nodes (ON-OFF attack 10% malicious nodes) 

Figure 17 presents the average score assigned to the malicious nodes during the entire 

simulation time to all experiments. As we can observe all the malicious nodes in this 

scenario are detected by the node 36 in our trust model from the beginning of simulation. 

The trust values of the malicious nodes in the trust table of the node 36 remain in constant 

decrease until reach the maximum negative score of distrust. 
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Figure 18: Total average time to classify the behavior of the nodes (ON-OFF attack 10% malicious nodes) 

The selected node takes in total an average time of about 1.50hrs to assign the maximum 

value of distrust to the misbehavior nodes and 1.39hrs to assign the maximum trust to the 

well-behaved node in a range transmission with 17 neighbor nodes. In Figure 18 is shown 

the Node 32 as a node well-behaved and the node 2 and 5 as malicious nodes. 

It is important to note that this average time shown in the Figure 18 is influenced by the 

number of neighbors that the node 36 has to communicate. 

 

b) Setup of the Scenario 1 using ON-OFF Attack with 20% of malicious nodes 

 

 

The node 32 is the selected node in this simulation scenario; the network topology is 

shown in Figure 19. The node 32 has a total of 29 neighbors of which, four of these 

neighbors are malicious nodes in the same transmission range. The graph below shows the 

relation of time of all the experiments with the highest score of distrust reached by the node 

32 about the malicious nodes.  
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Figure 19: Scenario1 (ON-OFF Attack with 20% malicious) 
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Figure 20(a): Time to assign the maximum distrust value (ON-OFF Attack with 20% malicious nodes) 

In this scenario the rate of malicious nodes is incremented in 20%, at the same time, the 

number of neighbors with which the node 32 has to communicate is also increased. The 

Figure 20(a) shown that due to the variability behavior of malicious node in this kind of 

attack, the trust management model does not have the same performance than when the 

number of malicious nodes and neighbors is lower. In this scenario the number of malicious 

nodes greatly impacts the assignment of the maximum score of distrust. Although in many 

of the experiments the maximum value of distrust has not been reached in the evaluation of 

the malicious nodes, it is possible to note that our trust model most of the time retains the 

malicious nodes with negative scores.  

The trust management model report 5 false positives in where the node 32 detect the 

malicious nodes as well-behaved nodes assigning positives score that represent a 

collaborative behavior. It is important to note that the malicious nodes only remain with 

low positive values of trust. Only in one experiment the malicious node id 7 reach the 

maximum positive trust value. 

  

Figure 21(b): Average score assigned to the malicious nodes (ON-OFF attack 15% malicious nodes) 
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As we can see in the Figure 20(b) when the average values are calculated for all 

malicious nodes the score always remain in negative values until reach the maximum value 

of distrust in the trust table of the node that is doing the behavior assessment. 

 

Node32 – Node5  67% maximum distrust, 13% middle distrust, 7%   low score 

distrust and 13% fails to recognize an average 3.04 hrs. 

Node32 – Node6  34% maximum distrust, 33% middle distrust, 27% low 

score and 6.6% Fails to recognize an average 2.58 hrs 

Node32 – Node7  80% maximum distrust, 13.3% middle distrust, 6.67% Fails 

to recognize an average 2.02 hrs  

Node32 – Node10  80% maximum distrust, 7% middle distrust, 7% low score 

and 6.6% Fails to recognize an average 2.15 hrs 
Table 7: Summary of scores averages (ON-OFF Attack with 20% malicious nodes) 

 

The percentage of times where the selected node assigns the maximum score of distrust 

is shown in Table 7. In 65% of the experiments the node 32 assigned the maximum value 

of distrust to the malicious nodes, 16% of the experiments assign trust values from -0.8 to -

0.5 representing a middle distrust, 13% assign trust values from -0.1 to -0.5 which continue 

to represent malicious behavior in our trust model.  

The trust management model is able to detect all malicious nodes as malicious nodes 

and at the same time to keep it with negative values.  In the 7% of the experiments the node 

32 assigns positive values to the malicious nodes. 

 

 

Figure 22: Total average time to classify the behavior of the nodes (ON-OFF Attack with 20% malicious nodes) 
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node well-behaved and the nodes (5, 6, 7 and 10) are malicious nodes. Here is shown that 

in average the minimum score that a malicious node can obtain is -0.6, which represent a 

malicious behavior on the network. 

As with the previous simulation scenario this average time shown in the Figure 21 is 

influenced by the number of neighbors that the node 36 has to communicate i.e. a larger 

number of neighbors will involve more time to assign the maximum score to the nodes. 

 

 

c) Setup of the Scenario 1 using ON-OFF Attack with 30% of malicious nodes 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For the analysis of the results the selected node in this simulation scenario is the node 

with id 32, the network topology is shown in Figure 22. The node 32 has a total of 31 

neighbors of which, eight of these neighbors are malicious nodes in the same transmission 

range. The graph below shows the relation of time of all the experiments with the highest 

score of distrust reached by the node 32 about the malicious nodes.  
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Figure 23: Scenario1 (ON-OFF Attack with 30% malicious) 
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Figure 24(a): Time to assign the maximum distrust value (ON-OFF Attack with 30% malicious nodes) 

Figure 23(a) shows that with a rate of 30% of malicious nodes the proposed trust model 

perform almost equal than with rate of 20% of malicious nodes; keeping the malicious 

nodes almost in all experiments with negative values.  

Similarly as in the previous simulation scenario the trust management model report 5 

false positives, where the node 32 detect the malicious nodes as well-behaved nodes 

assigning positives score that represent a collaborative behavior. It is important to note that 

in all simulation time the malicious nodes remains with low positive values of trust 

reaching a maximum score of 0.6. 

 

Figure 23(b): Average score assigned to the malicious nodes (ON-OFF attack 30% malicious nodes) 

The Figure 23(b) shown that even when the number of malicious nodes is increased all 
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Node32 – Node1 
  47% maximum distrust, 20% middle distrust,  27% low score  and  

7% Fails to recognize an average 2.31hours

Node32 – Node3 
   47% maximum distrust, 33% middle distrust, 13% low score and 

6.6% Fails to recognize an average 3hrs 

Node32 – Node4 
  67% maximum distrust,  20% middle distrust and  13% low score 

an average 2.43hrs

Node32 – Node5 
  67% maximum distrust, 20% middle distrust and    13% low score  

an average 3hrs 

Node32 – Node6 
  53% maximum distrust, 27% middle distrust and  20% low score 

an average 3hrs 

Node32 – Node11 
  53% maximum distrust, 33% middle distrust and  13% low score 

an average 3hrs

Node32 – Node13 
  60% maximum distrust, 13% middle distrust and    27% low score 

an average 3hrs 

Node32 – Node14 
  47% maximum distrust, 33% middle distrust, 13% low score  and 

7% Fails to recognize an average 2.49hrs 
Table 8: Summary of scores averages in ON-OFF attack (30% malicious nodes) 

The average score of the node 32 are presented in Table 8. It is shown the relation of 

malicious nodes with the selected node in the same transmission range. As we can see 

despite in some experiments the malicious node is detected as well-behaved node, in most 

of the valuations is detected as malicious node. The results shown that the 55% of the 

experiments assign the maximum value of distrust to the malicious nodes, the node 32 in 

the 24% of the experiments assign a trust value between -0.8 to -0.5, 18% is assigned a 

lower trust value between -0.1 to -0.5 and only the 6% of the experiments the node 32 fails 

to detect the malicious nodes assigning them score positive values. 

 

Figure 25: Total average time to classify the behavior of the nodes (ON-OFF attack 30% malicious nodes) 

The Node 32 takes in total average time about 2.51hrs to assign the maximum distrust to 

the misbehavior nodes and 1.51hrs to assign the maximum trust to the well-behaved node 

in a communication network with 31 neighbors. In the Figure 24 the Node 20 is a node 

well-behaved and the nodes (1, 3, 4, 5, 6, 11, 13 and 15) are malicious nodes. As well as the 
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previous simulation scenario the Figure 24 shown that in average the minimum score that a 

malicious node can obtain is -0.6, which represent a malicious behavior on the network. 

 

c) Setup of the Scenario 2 using ON-OFF Attack with 30% of malicious nodes. 

 

 

 

 

 

 

 

The setup of this scenario varies with respect to the three previous simulations scenarios. 

Due to hardware limitations we were only able to simulate a network with a limited number 

of nodes for a period of 42 hours. We implemented this scenario because we wanted to 

monitor the variability of the score to the malicious nodes in a time span much larger than 

in previous simulations.  

 

Figure 27: Network behavior with ON-OFF attack with 30% malicious nodes (Scenario2). 
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Parameters of Simulations 

Total number of nodes 10 

Number  of malicious nodes 3 

Simulation time 42 hours 

Number of experiments  15 

Node  
Neighbors 

Malicious Honest 

4 3 5 10 

5 2 3 4 6 

6 2 3 5 7 8 

7 2 6 8 

8 2 3 6 7 

9 1 2 3 0 

10 0 4 Figure 26: Scenario2 (ON-OFF Attack with 30% malicious) 



 

66 

 

In the Figure 26 are shown the trust relationships of the well behaved nodes with the 

malicious nodes in the same range and their respective trust scores for a period of 43 hours. 

After the analysis the results we can say that the trust model proposed has an optimal 

performance for ON-OFF attack, because the highest positive score that a malicious node 

can obtain in average is 0.4 but this trust score coming down very fast until to be listed 

again as a malicious node with the maximum distrust.  In these four graphs above we can 

clearly observe the behavior of the scores for all nodes using direct information. 

 

 

Figure 28: Average time to reach the maximum values of distrust in ON-OFF attack with 30% malicious nodes 

(Scenario2). 

Figure 27 shows the average time to assign the maximum value of distrust to the 

malicious nodes. As we can observe the tendency of the score is to fall into negatives 

values until obtain the maximum value of distrust -1.  Figure 27 shows only some trust 

relationships between well-behaved nodes and malicious nodes. 

 

Discussion section ON-OFF attack  

The results obtained from the four previous simulation scenarios using the ON-OFF attack 

show that a factor influencing in the detection of malicious nodes is the number of 

neighbors with which the node has to communicate. 

In the scenarios with a rate of malicious nodes of 20% and 30% the trust management 

model report 5 false positives, where the selected node detect the malicious nodes as well-

behaved nodes assigning them positives values that represent a collaborative behavior. It is 

important to note that in all simulation time when the malicious nodes obtain a positive 

value, these scores remains with low positive values of trust reaching a maximum score of 

0.6. 
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A large number of nodes communicating with each other create a delay in the 

assignment of the maximum score of distrust for the malicious nodes. In the first simulation 

scenario where the total number of neighbors is 17, the malicious nodes obtain the 

maximum score of distrust in an average time of 1.50hrs; however in the last two 

simulation scenarios where the number of neighbors is 29 and 31 respectively is assigned 

an average time of 2.36hrs and 2.51hrs respectively.  It is important to note that this is due 

to the communication is balanced among the 50 nodes of the network and not only among 

the nodes within the same transmission range. For this reason we consider that the results 

obtained in time is a reasonable time in relation to the total number of simulated 

nodes.Results of Selective Attack 

 

a) Setup of the Scenario 1 using Selective Attack with 10% of malicious nodes. 

 

 

 

 

 

 

 

 

 

 

For the analysis of the results the selected node in this simulation scenario is the node 

32. The network topology is shown in Figure 28. The node 32 has a total of 25 neighbors of 

which, three of these neighbors are malicious nodes in the same transmission range. The 

graph below shows the relation of time of all the experiments with the maximum value of 

distrust reached by the node 32 about the malicious nodes in the same transmission range.  

In this scenario the detection of malicious behavior in all experiments was 100% 

successful. All malicious nodes in the transmission range of the node 32 were detected 

from the beginning until to obtain the maximum value of distrust. 

 In the table 9 are shown the percentages of time obtained by the node 32 to assign the 

maximum value of distrust to the malicious nodes. Our trust model in this kind of attack 

Parameters of Simulations 

Total number of nodes 50 
Number of malicious 

nodes 5 

Simulation time 3.5 hours 

Number of experiments  15 

Selected  
node  

Quantity 

Neighbors Honest Malicious 

32 25 22 
3 

(2,3,5) 

 

Figure 29: Scenario1 (Selective Attack with 10% malicious) 
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has improved performance due to the Selective attack has less variability in malicious 

behavior.  

It is necessary to remember that in our simulation scenario of the Selective attack the 

malicious nodes only provide correctly the service 3, which requires less computational 

processing of the node than the services 1 and 2. In addition the malicious nodes by default 

does not provide the service 1 and also only provides the service 2 when he decide provide 

it. We can affirm that such behavior is much easier to punish and thus achieve much faster 

the maximum score of distrust in the trust values of the nodes who request such services. 

 

Node32 – Node2  100% maximum distrust in average 1.27hrs 

Node32 – Node3  100% maximum distrust in average 1.08hrs 

Node32 – Node5  100%maximum distrust in average 1.19hrs. 

Table 9: Summary of scores averages in Selective attack (10% malicious nodes) 

The average scores of the node 32 are presented in Table 9, where is shown the relation 

of malicious nodes with the selected node. As we can observe all malicious node in the 

same transmission range are detected in average time of 1.18hrs. This behavior is due to 

that the Selective attack has less variability that the ON-OFF attack. Despite that this 

simulation scenario has a large number of neighbors the assignment of the maximum value 

of distrust to the malicious nodes is carried out in less time than in the ON-OFF attack. 

 

Figure 30: Average score assigned to the malicious nodes (Selective Attack with 10% malicious nodes) 

Figure 29 presents the average score assigned to the malicious nodes during the entire 

simulation time to all experiments for the Selective attack. As we can observe all malicious 

nodes in this scenario are detected by the node 32 in our trust model. Once the malicious 

nodes obtain the maximum value of distrust that negative score is maintained in remaining 

time of the simulations.   
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Figure 31: Total average time to classify the behavior of the nodes (Selective Attack with 10% malicious nodes) 

The Node 32 takes in total average time about 1.18hrs to assign the maximum distrust to 

the misbehavior nodes and 1.31hrs to assign the maximum trust to the well-behaved node 

in a range transmission with 25 neighbor nodes. In the Figure 30 are shown the average 

time to assign the maximum value of distrust to the malicious nodes and the maximum 

value of trust to the well-behaved node. The Node 30 shown in Figure 30 is a node well-

behaved and the nodes (2, 3 and 5) are malicious nodes. 

 

b) Setup of the Scenario 1 using Selective Attack with 20% of malicious nodes. 

 

The node 48 is the selected node for the analysis of the results in this simulation scenario 

and the network topology used is shown in Figure 31. The node 48 has a total of 28 

neighbors. Six of these neighbors are malicious nodes in the same transmission range. The 

graph below shows the relation of time of all the experiments with the maximum value of 

distrust reached by the node 48 about the malicious nodes in the same transmission range.  
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 Figure 32: Scenario1 (Selective Attack with 20% malicious) 
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Figure 33: Average time to assign the maximum distrust value (Selective Attack with 20% malicious nodes) 

The Figure 32 shows that despite be increased by the number of malicious nodes in the 

network, our trust model continues assigning the maximum distrust to the malicious nodes 

in a short time compared with ON-OFF attack. As is shown in all experiments the 

maximum score of distrust was assigned to the malicious nodes, only in one experiment the 

maximum score of distrust reached by the malicious Node 2 was -0.92. 

 

Node48 – Node1  100% maximum distrust in average 1.08hrs 

Node48 – Node2  99.5% maximum distrust in average 1.08hrs 

Node48 – Node3  100%maximum distrust in average 1.31hrs. 

Node48 – Node5  100%maximum distrust in average 1.23hrs. 

Node48 – Node6  100%maximum distrust in average 1.33hrs. 

Node48 – Node7  100%maximum distrust in average 1.20hrs. 

Table 10: Summary of scores averages in Selective attack (20% malicious nodes) 

The average scores of the node 48 are presented in Table 10. It is shown the relation of 

malicious nodes with the selected node. As we can observe all malicious node in the same 

transmission range are detected in an average time of 1.20hrs.  As we can see the increase 

in the average time is 2 minutes with respect to previous simulation scenario where the 

number of malicious nodes was 50% less than the amount in this scenario simulation. 

Analyzing the results obtained in this simulation scenario, we can verify that the number of 

nodes is not an influential factor to assign the maximum score of distrust to the malicious 

nodes. 
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Figure 34: Total average time to classify the behavior of the nodes (Selective Attack with 20% malicious nodes) 

The node takes in total average time about 1.20hrs to assign the maximum distrust to the 

misbehavior nodes and 1.39hrs to assign the maximum trust to the well-behaved node in a 

range transmission with 28 neighbor nodes. In the Figure 33 the Node 30 is a node well-

behaved and the nodes (1, 2, 3, 5, 6 and 7) are malicious nodes. As can be observed our 

trust management model takes more time to assign the maximum score of trust to the well-

behaved nodes, this is due to there is greater competition between nodes to provide services 

to other nodes. The valuations to assign trust values are divided between neighbors in the 

same transmission range; in this case the number of neighbors is 28. 

 

c) Setup of the Scenario 1 using Selective Attack with 30% of malicious nodes. 

 

The node 32 is the selected node for the analysis of the results in this simulation scenario 

and the network topology used is shown in Figure 35. The node 32 has a total of 25 

neighbors of which, nine of these neighbors are malicious nodes in the same transmission 
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Figure 35: Scenario1 (Selective Attack with 30% malicious) 
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range. The graph below shows the relation of time of all the experiments with the 

maximum value of distrust reached by the node 32 about the malicious nodes in the same 

transmission range.  

 

Figure 36:  Average time to assign the maximum distrust value (Selective Attack with 30% malicious nodes) 

The Figure 35 present the average time in which the selected node assigns the maximum 

score of distrust to the malicious nodes in his transmission range. As can be observed still 

with an increment of malicious nodes in the network our trust management model 

continues detecting correctly the malicious behavior. This reflects that a larger number of 

malicious nodes do not affect the characterization of the misbehavior of nodes.  

 

Node32 – Node2  100% maximum distrust in average 1.06hrs 

Node32 – Node5  99.5% maximum distrust in average 1.23hrs 

Node32 – Node6  100%maximum distrust in average 1.25hrs. 

Node32 – Node7  100%maximum distrust in average 1.24hrs. 

Node32 – Node9  99%maximum distrust in average 1.24hrs. 

Node32 – Node10  100%maximum distrust in average 1.27hrs. 

Node32 – Node13  100%maximum distrust in average 1.05hrs 

Node32 – Node14  100%maximum distrust in average 1.17hrs 

Node32 – Node15  100%maximum distrust in average 1.23hrs 

Table 11: Summary of scores averages in Selective attack (30% malicious nodes) 

The average scores obtained by the node 48 are presented in Table 11. As can be 

observed all malicious node are detected in average time of 1.20hrs.  As we can see there 

was no increase in the average time to assign the maximum punctuation of distrust with 

respect to the previous simulation scenario. 
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Figure 37: Total average time to classify the behavior of the nodes (Selective Attack with 20% malicious nodes) 

The node takes in total average time about 1.20hrs to assign the maximum score of distrust 

to the misbehavior nodes and 1.36hrs to assign the maximum trust to the well-behaved 

node with 25 neighbors in the same transmission range. In the Figure 36 the Node 37 is a 

well-behaved node and the nodes (2, 5, 6, 7, 9, 10, 13, 14 and 15) are malicious nodes. 

 

d)  Setup of the Scenario 2 using Selective Attack with 30% of malicious nodes.  

  

  

 

 

 

 

 

 

As in the case of ON-OFF attack this simulation scenario varies with respect to the 

previous simulations. Due to hardware limitations we only were able to simulate a network 

with a limited number of nodes for a period of 43 hours. This scenario was implemented to 

have a broader view of the behavior in the score assignment in our trust management 

model.  
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Figure 38: Scenario2 (Selective Attack with 30% malicious) 
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Figure 39: Network behavior with Selective attack with 30% of malicious nodes (Scenario2). 

Figure 38 shows the behavior of the trust scores assigned to the malicious nodes. Using our 

trust management model with the Selective attack all well-behaved nodes are able to detect 

the misbehavior in the nodes in the network. The well-behaved nodes are also able to keep 

with negative scores of distrust to the malicious nodes. These negative scores vary between 

-0.88 and -1 that correspond to maximum scores of distrust in our simulation scenarios. 

This can be observed in the last graph where is presented the average identification of 

malicious behavior with standard deviation i.e., the variability of the score assigned to all 

malicious nodes.  

 

 

Figure 40: Average time to reach the maximum values of distrust in Selective attack with 30% malicious nodes 

(Scenario2). 
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The average time to assign the maximum value of distrust to the malicious nodes using the 

Selective attack is presented in Figure 39. As can be observed in this simulation scenario 

the maximum time to assign the maximum score of distrust to the malicious nodes is 12 

minutes and the minimum time is 3 minutes. The above graph shows only some trust 

relationships between well-behaved nodes and malicious nodes.  

 

Discussion section Selective attack  

The results obtained from the four previous simulation scenarios using the Selective 

attack show that there is not a factor influencing in assignment of the maximum score of 

distrust to the malicious nodes. The graphs show that in all experiments the malicious 

nodes were detected for the well-behaved nodes, assigning the maximum value of distrust 

(T=-1). We proved that in attacks with this kind of behavior our trust management has an 

excellent performance regardless of the number of nodes with which the node has to 

communicate. 

As can be observed in the graphs there are no false positives even when the number of 

malicious nodes is increased. All malicious nodes obtain the maximum score of distrust and 

the amount of time to obtain this value will depend on the number of neighbors of node. 

The time for the assignment of the maximum values of trust to the well-behaved nodes 

also will depend on the number of neighbors of node in his transmission range. In the 

simulation scenarios with 10%, 20% and 30% malicious nodes the node selected has 25, 28 

and 25 neighbors respectively.  This amount of neighbors affect directly in the assignment 

of the maximum score of trust. The results show an average time to assign this value of 

1.31, 1.39 and 1.36hrs in the three simulation scenarios respectively. We consider that the 

results obtained in relation to time are logical taking into account the number of neighbors 

of the node and the total number of nodes on the network.  
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5.2.2 Results of Bad mouthing Attack 

 

a) Setup of experiment using Bad mouthing Attack (10% of malicious nodes) 

 

 

 

For the analysis of the results using the Bad mouthing attack we selected the node 32 for 

study the scores assignment to detect the misbehavior of nodes in the network. The network 

topology used in this simulation scenario is shown in Figure 40. The node 32 has a total of 

30 neighbors of which, 3 of these neighbors are malicious nodes in the same transmission 

range. The graph below shows the relation of time to assign the maximum value of distrust 

to the malicious nodes. 

 

 

Figure 42: Time to assign the maximum distrust (Bad mouthing Attack with 10% malicious nodes) 

Figure 41 shows the behavior of the score assignment of distrust to the malicious nodes. 

The node 32 is able to identify the malicious behavior quickly through the exchange of trust 
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Figure 41: Bad mouthing Attack with 10% malicious nodes 
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values between his vicinity, using the Bad mouthing attack. As we can observe in this kind 

of attack the maximum score of distrust is assigned in average time of 40min and 47sec.  

As also can be observed in the Figure 41, the initial trust values of the malicious nodes 

are positives values; this does not represent a failure to recognize the malicious behavior 

but is part of the process because of the malicious nodes in this type of attack provide 

appropriately the services requested by other nodes. The maximum positive score that the 

malicious nodes can reach in this scenario is 0.3, which is a low score of trust and, 

therefore, is not a significant score. 

It is important to note that our trust model do not uses all recommendations from 

neighbors, but that we use only recommendations that are significantly useful for taking 

into account for a new rating. For example if the node32 has a trust value of -0.5 about 

node 3, the node 32 will only accept score values close to -0.5 as recommendations. The 

trust value of the node is decreased around 10% or 20% from the current value when is 

used the neighbors recommendations.  

Node32 – Node3  100% maximum distrust in average 41 min, 21 sec 

Node32 – Node4  100% maximum distrust in average 47 min, 45 sec 

Node32 – Node5  100%maximum distrust in average 33 min, 00 sec 

Table 12: Summary of scores averages in Bad mouthing attack (10% malicious nodes) 

The average scores obtained by the node 32 are presented in Table 12. As can be 

observed all malicious nodes are detected in an average time of 40 minutes, improving 

considerably the time to assign the maximum score of distrust with respect to the ON-OFF 

and Selective attacks. 

 

Figure 43: Total average time to classify the behavior of the nodes (Bad mouthing Attack 10% malicious nodes) 

The Node takes in total average time about 40.33 minutes to assign the maximum score 

of distrust to the misbehavior nodes and 1.30hrs to assign the maximum score of trust to the 
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well-behaved node in a range transmission with 30 neighbors. In the Figure 42 is shown the 

average time where the Node 20 is a well-behaved node and the nodes (3, 4 and 5) are 

malicious nodes. The valuations for assign trust values are divided between the total 

number of neighbors in the same transmission range. 

 

b)  Setup of experiment using Bad mouthing Attack (20% of malicious nodes) 

 

 

Figure 43 shows the network topology used in this simulation scenario. The node 32 is 

the selected node for the analysis of the results using the Bad mouthing attack. The node 32 

has a total of 29 neighbors of which, 5 of these neighbors are malicious nodes in the same 

transmission range. The graph below shows the relation of time to assign the maximum 

value of distrust to the malicious nodes. 

In this simulation scenario was incremented the number of malicious nodes in 20% of 

the total number of nodes on the network.  

 

Parameters of Simulations 
Total number of 

nodes 50 
Number of malicious 

nodes 10 

Simulation time 2hours 
Number of 

experiments  15 

Selected  
node  

Quantity 

Neighbors Honest Malicious 

32 29 24 
5 

(1,5,6,7,9) 

 

Figure 44: Bad mouthing Attack with 20% malicious nodes 
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Figure 45: Time to assign the maximum distrust Bad mouthing Attack with 20% malicious nodes 

As is presented in the Figure 44, the node 32 calculate the trust values depending on the 

service that is provided by malicious node, once that the node 32 starts to receiving 

recommendations values, its trust value with respect to the malicious node begins to 

decrease gradually until reaching the maximum distrust. As we can note the percentage of 

decrease varies always from 10% to 20% of the current value. In this attack with 10 

malicious nodes the maximum score of distrust is assigned in average time of 48min and 

24sec. 

As the previous simulation scenario the average time remains low, this due to the 

negatives recommendations received about the malicious nodes that decrease quickly the 

trust values of the selected node. 

Node32 – Node1  100% maximum distrust in average 47 min 22sec 

Node32 – Node5  100% maximum distrust in average 59 min 44sec 

Node32 – Node6  100%maximum distrust in average 47 min 20sec 

Node32 – Node7  100%maximum distrust in average 39 min 17sec 

Node32 – Node9  100%maximum distrust in average 48 min 16sec 

Table 13: Summary of scores averages in Bad mouthing attack (20% malicious nodes) 

The average scores obtained by the node 32 are presented in Table 13. As can be 

observed all malicious nodes are detected in average time of 48 minutes, improving 

considerably the time to assign the maximum score of distrust with respect to the ON-OFF 

and Selective attacks. 
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Figure 46: Total average time to classify the behavior of the nodes (Bad mouthing Attack 20% malicious nodes) 

The total average time is 48.24 minutes for the node 32 to assign the maximum distrust 

to the misbehavior nodes and 1.18hrs to assign the maximum trust to the well-behaved 

node in a range transmission with 29 neighbor nodes. In the Figure 45 the Node 20 is a 

well-behaved node and the nodes (1, 5, 6, 7, and 9) are malicious nodes.  

 

c)  Setup of experiment using Bad mouthing Attack (30% of malicious nodes). 

 

 

 

 

 

Figure 46 shows the network topology used in this simulation scenario. The node 32 is 

the selected node for the analysis of the results using the Bad mouthing attack. The node 32 

has a total of 19 neighbors of which, 8 of these neighbors are malicious nodes in the same 

transmission range. The graph below shows the relation of time to assign the maximum 

value of distrust to the malicious nodes. In this simulation scenario was incremented the 

number of malicious nodes in 30% of the total number of nodes on the network.  
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Parameters of Simulations 

Total number of nodes 50 
Number of malicious 

nodes 15 

Simulation time 2hours 

Number of experiments  15 

Selected  
node  

Quantity 

Neighbors Honest Malicious 

32 19 11 

8 
(1,2,7,9,10

,13,14,15) 

 

Figure 47: Bad mouthing Attack with 30% malicious nodes 
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Figure 48: Time to assign the maximum distrust (Bad mouthing Attack with 30% malicious nodes) 

Figure 47 shows that all malicious nodes are detected in shorter time using direct 

information and recommendations from neighbors. We note that even when the number of 

malicious node it is increase in 30%, the trust model still have an excellent performance to 

detect the malicious behavior in the network.  

We can observe that the node 10 has variability in the behavior, sometimes with positive 

scores that represent a well-behavior. Such behavior is due to the node could not send any 

table to the neighbors and therefore do not be characterized as a malicious node for a while.  

Node32 – Node1  100% maximum distrust in average 38 min 13sec 

Node32 – Node2  100% maximum distrust in average 51 min 42sec 

Node32 – Node7  100%maximum distrust in average 39 min 17sec 

Node32 – Node9  100%maximum distrust in average 1 hrs min 02 

Node32 – Node 10  100%maximum distrust in average 38 min 14sec 

Node32 – Node 13  100%maximum distrust in average 1 hrs min 22 

Node32 – Node 14  100%maximum distrust in average 48 min 04sec 

Node32 – Node 15  100%maximum distrust in average 47 min 49sec 

Table 14: Summary of scores averages in Bad mouthing attack (30% malicious nodes) 

The average scores obtained by the node 32 are presented in Table 14. As can be 

observed all malicious nodes are detected in average time of 52.33 minutes, still improving 

considerably the time to assign the maximum score of distrust with respect to the ON-OFF 

and Selective attacks. 
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Figure 49: Total average time to classify the behavior of the nodes (Bad mouthing Attack 30% malicious nodes) 

The Node takes in total average time about 52.33 minutes to assign the maximum score 

of distrust to the misbehavior nodes and 1.30hrs to assign the maximum trust to the well-

behaved node with 19 neighbor nodes in the same transmission range. In the Figure 48 the 

Node 21 is a well-behaved node and the nodes (1, 2, 7, 9, 10, 13, 14, and 15) are malicious 

nodes. 

 

Discussion section Bad mouthing attack  

The results obtained from the previous simulation scenarios show that our trust model has 

an improved performance with relation to the time into assign the maximum score of 

distrust when is used the Bad mouthing attack.  

We show that when are used the direct information and the recommendation from the 

neighbors for the assignment of the maximum score of distrust to the malicious nodes 

improve more than 100% to ON-OFF attack and 50% to Selective attack.  

The results also shown that even when is used the recommendations for assess the trust 

values of neighbors, the average time to assign the maximum score of trust to well-behaved 

nodes is similar to the average time in ON-OFF and Selective attacks.  After analyzing the 

results we can say that the average time shown is an expected result.  

It is important to say as we mentioned in the previous attacks, that the trust values will 

depend of the number of neighbors of the node, the total number of nodes on the network 

and the traffic generated by each node. 

Finally we consider that for attacks with similar behavior of the Bad mouthing attacks, 

our trust model will have an excellent performance regardless of the number of malicious 

nodes and the total number of nodes in the network. 
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5.3 Analysis of the power consumption 

 

One metric used for the assessment of our trust management model is the energy 

consumption. To compute the power consumption we use the mechanism of Power-trace 

system available in Contiki [34]. Powertrace is a system for network-level power profiling 

for low-power wireless networks which estimates the energy consumption for CPU 

processing, packet transmission and listening.  

Powertrace uses a linear power model in which the power is estimated as the sum of all 

active power states. System energy is derived from the time that the system spends in each 

power state. This mechanism maintains a table for the time duration a component like CPU, 

radio transmitter was on. Based on this computation we calculate the percentage of radio on 

time duration. We compute average current consumption for radio transmission and 

listening which are the most energy consuming component.  

We also calculate the memory consumption of the trust values stored by each node. In 

our configurations we used 1byte (8bits) to store one trust value about one neighbor in his 

transmission range. For example if we select one node with 40 neighbors in his 

transmission range then, the total number of memory usage in Kilobytes will be 1Kb and 

576 bytes for the trust table of the selected node. We take into account that the Sky sensor 

node is fabricated with 10Kbyte RAM and 48 Kbyte Flash ROM; these values are shown in 

the Table 1 of the chapter 2. We can affirm that our trust model does not have a great 

impact in relation to memory consumption of the node. The configuration used in our 

model could be perfectly changed in function to different requirements. 

We compute the power consumption using the trust management model with both 

information (direct information and recommendations) and also when is not used the trust 

model. For measuring the power consumption we configured a network using three Sky 

sensor nodes, all sensor nodes are in the same transmission range. We calculate the cycles 

by CPU spent by one Sky sensor when is used the trust model to evaluate the trust of the 

neighbors; and the same configuration was used to assess the normal behavior of Sky 

sensor without our trust model. 
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Figure 50: Energy consumption measurement for trust management model 

 Figure 49 shows the power consumption of one sensor node, when is used our trust 

model (blue line) and when is not used (red line). As can be observed the power 

consumption when is used the trust management model increase 23% from the normal 

consumption of Sky sensor node. In average when is not used the trust model the sensor 

node use 17750 CPU cycles and, on the other hand when the sensor node implement the 

trust model uses 21775 CPU cycles in average. Taking in to account that our trust model 

was tested in a real sensor that save energy using different modes to work, this consumption 

could be compromise the energy sensor to execute other tasks; however this percentage 

could be lower using a conventional type of sensor that does not use modes to save energy.  

We also calculated the average time when the trust model used only direct information. 

The results shown that the energy consumption of the sky sensor node is similar than when 

is not used our trust model.  
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Chapter 6 

 

6. CONCLUSIONS 

 

The results show that our scheme can achieve a high detection rate, even in harsh radio 

conditions with a larger number of transmissions. The communication overhead incurred by 

our simulation scheme is also within reasonable bounds. 

 In the case of the implementation of the ON-OFF attack: The number of malicious 

nodes is a factor greatly influencing in the assignment of the maximum score of 

distrust to the malicious nodes.  When the number of malicious nodes is smaller in 

the transmission range of the node our trust management model fits properly 

maintaining with negative values those nodes with malicious behavior. 

When the number of malicious nodes is large in the transmission range of the node 

the trust model may reports false positives, where the selected node detects the 

malicious nodes as well-behaved nodes. 

 In the case of the implementation of the Selective attack: The number of malicious 

nodes is not a factor influencing in the recognition of the malicious nodes. The trust 

management model fits properly maintaining with the maximum distrust those 

nodes with malicious behavior by all the execution time with an average detection 

of 100%.  

 The results obtained in the implementation of the Bad mouthing attack, show an 

improvement with respect to the time to assign the maximum punctuation of distrust 

to the malicious nodes. After analyzing the results obtained we consider that the 

number of neighbors in the same transmission range helps in the recognition of the 

Bad mouthing attack; this because of a larger number of recommendations about the 

malicious nodes will decrement quickly the trust values of the malicious nodes. 

 The values chosen as adjustments factors in our attacks implementations are suited 

to the ON-OFF, Selective and Bad mouthing attacks. Other values for the 

adjustments factors σ and θ may influence in the time to detect a malicious 

behavior, but the general conclusions are the same. The positive scores obtained by 
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the malicious nodes in the ON-OFF attack as false positive are not good enough, 

and therefore will be always ignored as good recommendations. 

 

6.1 Final conclusions 

 

In this master thesis we present the implementations of ON-OFF, Selective and Bad 

mouthing attacks, for study the effectiveness of our trust management mechanism. The 

malicious nodes in each attack have different behavior which influences the detection of 

these as malicious nodes on the network. The behavior of the malicious nodes in each 

attack is an important factor into the development of the proper trust management models. 

The proposed model assigns trust positive scores to the cooperating nodes and assigns 

trust negative scores to the malicious nodes. The trust assessment is performed using direct 

observations and recommendations from neighbors. The results show that using only direct 

observations in the detection of malicious nodes with On-OFF attacks, the trust model will 

report false positives when on the network there are a large number of malicious nodes. The 

probabilities of detection of the malicious behavior in ON-OFF attacks will depend heavily 

on the number of malicious nodes, the position of the node and the volume of traffic in his 

transmission range. 

Using direct information and recommendations in the trust model for Bad mouthing 

attacks we get a reduction time compared to ON-OFF and Selective attacks when used only 

direct information. At the same time we can say that the recommendations increase the 

number of packets in the network and also increase the time that a node remains in active 

state, which is not favorable for resources constrained nodes.  

Finally the simulation results show the proper operation of our trust management model 

in constrained resource nodes for the IoT environment.  

 

6.2 Future works 

 

This thesis does not include a complete performance analysis of our trust management 

mechanism. The performance of our trust model in terms of RAM usage, number of 

packets or code efficiency have not been formally tested in this thesis, and this has been 

noted as future work. 
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It would also be interesting to test with others adjust factors and system of weights that 

allow us to avoid the false positives in ON-OFF attacks and also, to improve the average 

time for assign the maximum score of distrust in ON-OFF and Selective attacks. 

Future works may consider other attacks to evaluate the performance of our trust model 

and other configurations of network topologies. Also the trust values used in our simulation 

scenario could be different to each one service provided for the node. This alteration will 

permit to assign a positive or negative trust value faster. 

The proposed trust management scheme may be improved to detect other attacks and 

malicious behavior. Finally, may be used real sensors that allow us to make real 

measurements of energy consumption in a real test bed. 
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